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Executive Summary

ICAO has created a new standard for Safety Manage8ystems (SMS) in various
aviation organisations, including among othersraed, maintenance organisations,
ATC services, aerodromes. Risk Assessment hastaktmie in the Safety
Management System.

For many reasons, Risk Assessment is a very clgatignask. Older methods have
been characterised by high levels of subjectiuitg ather difficulties.

An industry working group, ARMS (Aviation Risk Magement Solutions) was set
up 2007 in order to develop a new and better metloggt for Operational Risk
Assessment (ORA). The primary target group fomtiethodology is airlines but it
will also be fully applicable to other aviation argsations.

The working group consisted mainly of safety pitaatiers from airlines. This should
ensure that the proposed methodology is applidalilee real-life setting of an airline
or other aviation organisation.

The methodology defines an overall process for &eral Risk Assessment and
describes each step. The assessment processvtfaEesrent Risk Classification
(ERC), which is the first review of events in terofaurgency and the need for further
investigation. This step also attaches a risk vedusach event - which is necessary
for creating safety statistics reflecting risk. Tiext step is data analysis in order to
identify current Safety Issues. These Safety Isaveshen risk assessed in detail
through the Safety Issue Risk Assessment (SIRAg.Wihole process ensures that any
necessary safety actions are identified, creaRsgaster for following up risks and
actions and provides a Safety Performance Mongdunction. SIRA can also be
used to make Safety Assessments, which is a regeimeof the “Management of
Change” element of the SMS.

Both ERC and SIRA are based on new concepts thie tha assessments
conceptually more robust whilst keeping them pragrand simple.

This report explains the methodology in detail.nigin purpose is to provide
guidance and examples for safety professionalsoantt apply the method. In
addition to the method itself, the report revietss difficulties in using the older
methods and describes the ARMS working group.

Legal disclaimer

All organisations remain fully responsible for thewn safety performance.
Therefore, the ARMS Working Group, its members amglporting organisations do
not accept any responsibility for any harm or daesagf any kind, relating to the use
of the ARMS methodology or its parts.
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1 Introduction

1.1 What is this document about?

Most aviation organisations are required by theitibhal Aviation Authority to
implement a Safety Management System (SMS). Tlegrlational Civil Aviation
Organisation (ICAO) has published a framework foygcal SMS with Safety Risk
Management as the core component. Safety Risk Mamaigt can be split into three
elements, (i) Hazard identification, (ii) Risk assment and (iii) Risk mitigation.

Risk assessment has always been the most challepagitof the risk management
process for aviation operations. This is due tostiigectivity involved in determining
the severity of the consequences when a hazaettssed and the lack of quantitative
information on the probability of this occurring.

Another key component of the ICAO SMS framework3afety Assurance”, one
element of which is “Management of Change”. Thisaduces the need for another
type of risk assessment in the form of a formalfé8aAssessment”, usually related
to planned changes in the operation.

This document presents a new methodology for OjpatRisk Assessment (ORA)
that attempts to overcome the classic difficuldaed support the new SMS
requirements in an effective manner.

The primary focus is on operational Flight Safésis, i.e. any risks that could harm
the occupants of an aircraft (passengers and cteay)gh the new methods can be
applied to all aviation operational risks.

This document aims to delivercamplete descriptionf the methodology: thehat,
why andhow. The conceptual framework is thoroughly explaiakahg with the risk
management process and each of its steps. Woxeaapées are provided for all
parts of the process along with an explanationoef the methodology can be
appropriately customised for an individual orgatisa

The reader should not mistakenly interpret the mauwf this document as an
indication of the complexity of the methodolodihe one-page summary (chapter 9)
is enough for the everyday use of the methodolggt users will never have to
study this document in full. It is there to satiflfig implementer who needs to
understand more of the rationale behind the appr@atapters 4 and 5 together with
the worked examples in chapter 6 contain the dsdagixplanation of the ARMS
process.The document also serves to try to record theafatk of the working group
for people who could not be part of the discussiwwhikh made the ARMS
methodology what it is today.
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1.2 Who can use the described method?

The method is intended not only for airlines arfieotair operators, but also for other
aviation organisations (directly or indirectly) kied to flight operations, for example
Maintenance organisations and Air Traffic Contrgjanisations.

It is believed that this methodology will not ordghance the quality of risk
assessment in individual aviation organisationsalted enable increased cooperation
between them. This is because the approach inteadsgartly built on the idea of
“global” risk, i.e. the total risk produced by allvolved organisations and “delivered”
to the organisation, which is actually operating #ircratft.

Chapter 5 addresses the customisation of the metthmpdfor different types of
aviation organisations. The described methodology prove useful also for
organisations outside aviation, even though this ma an objective of the original
design.

The material is freely available to anyone, but wheed in any publication,
presentation, software or alike, full referencestrhe made back to the original
ARMS work.
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1.3 What is delivered?

At the conceptual levethe document introduces the overall principleb @i
operational risk assessments should be carriedrabtvhy. This section introduces
several new concepts and recommended practices.

At the practical levelthe document contains a complete and fully dedamhethod
with matrices, colour codes, numbers and user goglarhis providean examplef
how the conceptual methodology can be transformiedgractical applications. It
should be remembered that organisations may needrmirtocustomisehe practical
application to suit their specific needs. Chaptes @edicated to customisation. The
details are also bound to evolve over time.

It is important to recognise the difference betwtese two levels. The
recommendations at the conceptual level are intetmlbe universally applicable,
while the practical application is only one wayafaply the methodology. The content
which refers to the practical application is highlied by a light background shading.

1.4 About the ARMS working group

ARMS is an industry working group of individual®fn organisations which support
the work on a voluntary basis. The ARMS Missiont&teent is presented in
Appendix 6.1.

ARMS is a non-political, non-profit working grouyjth a mission to produce a good
Risk Assessment methodology for the industry. Eseilts are freely available to the
whole industry and to anyone else interested irctimeept.

ARMS was born at the initiative of some individualgh the starting point being a
workshop in June 2007. More details on the begmoirthe working group and its
working methods are explained in appendices 6.%ahdespectively. Members of
ARMS are listed in appendix 6.4.

The ECAST SMS Working Group that was set up in A2008 immediately

identified that practical guidance on Risk Assesgnmould be one of its most
important deliverables. Once it had been briefezbathe ARMS activity, it decided
not to duplicate the development effort but to tdleework of ARMS as the reference
for operational Risk Management. The ECAST groupsiace followed the ARMS
work closely and the ARMS deliverables are alsoBBAST SMS WG deliverables
on this topic.

Key people running the SMS activity in ICAO haveabeen kept up-to-date with the
ARMS work through emails and presentations.
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2 Why a new methodology for Operational Risk
Assessment?

2.1 Objectives for Operational Risk Assessment

Operational Risk Management consists of three alsnélazard Identification, Risk
Assessment and Risk Reduction (mitigation, in IC&@ninology).The main
objective of Risk Management is to make sure thaisks remain at an acceptable
level

Contributing to Safety Performance Monitoring thghuhe establishment of risk-
based Safety Performance Indicators can be coesidesecondary objective. Risk
information can also be used by the national aittesiin their safety oversight.

Hazard identification is about collecting and asalg operational safety data, thereby
identifying Safety Issues (see the Glossary foefindion of a Safety Issue). Such
safety data typically includes safety reports, Mandy Occurrence Reports (MOR),
flight data events, and the results of safety syg\and audits. Hazard Identification
provides the input for Risk Assessment.

The objective for Operational Risk Assessment (ORAheAssessment of
operational risks in a systematic, robust and ietlally cohesive manner.

Operational Risk Assessment is needed in threerdiit contexts:

1. Individual safetyfevents may reflect a high level of risk and consequently
require urgent action. Therefore all incoming esearged to be risk assessed.
This step is called Event Risk Classification (ERC)

2. The Hazard Identification process may lead éidentification ofSafety
I ssues, which need to be risk assessed to determine adtians, if any are
needed. This step is called Safety Issue Risk Asseist (SIRA).

3. From time to time there will be a need to cauySafety Assessments,
typically related to a new or revised operatioraivity (e.g. new destination).
The activity needs to be risk assessed at the iplgrstage, according to the
“Management of Change” process of the company.

In the first two cases, the assessment is basétapard Identification data. The result
is an operational risk profile, i.e. an overviewadifoperational risks. In the third case,
there may be no data available if the planned gl new to the organisation. In all
three cases, the risk assessment must consideotiatialconsequences in addition
to the observedctual consequences of events. The methods used inrdeedhses
should be compatible so that outputs from one eansed in another.
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In addition to the overall objectives, several ficat requirements for ORA can be
listed:

* The ORA method should be able to use all typicdtgalata as inputs (safety
reports, flight data, LOSA type observations, atiddings, etc.) and be
designed to use sources which produce large giesnoit valuable safety data.
These sources may be both internal and/or external.

* The method should not require data that is notyeasailable or that cannot
be reasonably estimated.

* The method should be easy to use and not createraasonable workload.
Large airlines may have to process several hurgltty reports per month.
Hence the ERC process must be quick and easyltavfol

e Subjectivity should be minimised.

e The results should be understandable by non-exaedelp identify any
necessary actions.

2.2 Current methods of Operational Risk Assessment

There is a fundamental conceptual problem withrigleassessment of (historical)
events which needs to be recognised. To underst@ngroblem, it is necessary to go
back to a very basic, elementary definition of risk

“Risk is a state otincertainty where some of the possibilities involve a loss,
catastrophe, or other undesirable outcome.”
(Douglas W. Hubbart)

Henceuncertainty is a key element of risk. Therefore if the outcama known
historical fact, we can refer toss,damage, etc, but not risk. Risk should technically
refer to something in the future, where the outcismencertain.

How then can we risk assess an historical eventduestion raises some
fundamental concerns about any attempt to risksaseported safety events, flight
data events, etc. With the emergence of large gieanof flight safety data, safety
managers want to apply the concept of risk on ttlected data, but this fundamental
dilemma needs to be addressed.

Although an historical event contains no risk navdid carry risk as it occurred. It is
just that the risk was not necessarily realise@ré&tore we want to capture the risk
that the event carried as it occurred so we cavgrase the risk that these events
demonstrate within our operation.

* Director of Applied Information Economics (AIE).uthor of the #1 bestseller in business math on
Amazon: “How to Measure Anything: Finding the Vahielntangibles in Business”
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The most common approach to risk assessment iti@vizas been to use the
classical risk formula i.eseverity x likelihoodo create a two dimensional matrix that
guides the risk tolerability judgment. In tryinggive values tseverityand

likelihood, the analyst has to answer the questions: “sgveirivha” and

“likelihood of whaf”. Unfortunately different analysts tend to ansthese questions
differently:

« Some refer to the severity of thetual evenaaind its actual, real outcome.

» Others think of the severity of tip@tentialoutcome, an “imaginary but
realistic” outcome, “the most probable type of decit” outcome or the
“worst case scenario”.

« The “likelihood of recurrence” question is equallybjective as one must
assess the likelihood of somethsigiilar happening again, but it is unclear
how similar

This conceptual confusion is illustrated in appegdi6.5 and 6.6.

Hence, instead of trying to assess the risk prasaht event as it unfolded, analysts
are usuallyde factotrying to assess the risk afsimilar event taking place in the
future— but “a similar event” is a vague object for resdsessment, causing a
significant increase in the subjectivity of theuks

The effectiveness of existiriRisk Controlds an extremely important consideration in
trying to measure risk. The simplisgeverity x likelihoodormula does not take the
existing (nor potential) Risk Controls into accouma proper manner. This is
primarily due to the lack of a robust conceptuahiework which has resulted in this
and other inherent problems in current methodsgoenderstated.

All risk assessment methods need to provide gulémcthe analyst to help in the
selection of the “correct” column or row in thekrisatrix. Words like “occasional”
and “rare” for likelihood or “major” / “minor” foiseverity do little in helping to
achieve coherent, consistent assessments. Sometmyedetailed definitions for
each column/row are provided. This can easily ertda trap of considering only the
actual outcomef the event, and trying to match it with the tenit definitions.

Current risk assessment methods tend to be appliedrsally to all of the three risk
assessment contexts described in section 2.1.emetaly fail to make the crucial
differentiation between safeBvents, Safety | ssues andSafety Assessments.

However as the above discussion illustrates, aorigal event is not an ideal subject
for a “forward-looking” risk assessment. Safetyulss are typically identified due &
number of eventand can be precisely defined (as it is up to tiadyat to define
them!). They are safety problems that could potdigtiead to an accident and are
therefore very suitable subjects for a forward-logkisk assessment. Safety
Assessments deal with future changes and can ysieaflub-divided into several
(potential) Safety Issues

In contrast to the simplistic methods based orst#werity x likelihoodormula, some
complex methods have been developed which relpadelingthe aviation system
and using advanced mathematics to represent meshijps between certain factors
and trying to calculate their safety impact. Whetwech models can reproduce the
complex and sometimes chaotic ways in which varfag®rs interact in creating an
accident is yet to be proven. Several developmasdsed on this approach have been
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abandoned in the past, when it became evidenbthlaing and maintaininghe
model would introduce an unacceptable workloadtdube constant changes in
procedures, training syllabi, aircraft modificatistatus and technology that is
prevalent throughout the aviation system.

A new methodology must address the deficienciexisting methods as well as
meeting the objectives described in section 2.1

2.3 The new methodology

The new methodology aims to be both conceptuabbysband practically useful in
the real operational context.

e All the concepts and terms involved are defined(Gtossary). There is clear
differentiation between safeBrvents and Safetyssues, which are addressed
with different but compatible risk assessments.

* The Safety Issue Risk Assessment process is aidicape to Safety
Assessments.

» Special care has been taken to ensure that thed steps of Event Risk
Classification (ERC) are easy and fast to perfasthey will have to be
performed on all incoming events.

» A clear conceptual framework together with detagedlance is designed to
provide full clarity onwhatis being risk assessed and to help reduce
subjectivity in the assessment itself. The impddRisk Controls is integrated
in the risk assessment, and therefore no longesadated or unperformed
task. How this is achieved is explained later i dlocument.

« The result of each assessment is designed to deasid understandable by
operational line management.

The methodology may be customised to specific asgéional requirements and
preferences. It is also applicable to non-flyingasisations such as Maintenance
Repair Organisations (MRO), ATC and airport opamato

Whilst the new methodology will not remove all seigjvity from the risk assessment
of aviation events, it is believed that it is siggantly more objective than the other
methods currently in use in aviation.
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3 Overview of the ARMS Methodology

This chapter presents a short overview of the ARWEhodology in order to give the
reader the global picture of the Methodology, idahg its scope and key aspects.
Chapter 4 will then explain each aspect in detalil.

3.1 Scope and applicability

In discussing risk assessment in aviation, espgdrathe context of an airline there is
a natural tendency to focus Bhght Safety riskand, in particular, the risk of an
accident with multiple fatalities and hull loss.dractice, a single event may relate to
more than one type of risk and airlines must mamkifferent types of risks in

parallel. These additional risks include:

» Financial risk — the risk of significant financiaks.

» Environmental risk — the risk of damage to the emvinent.

* Reputation risk — the risk of damage to the aidimeputation — e.g. problems
with uncommanded safety announcements during fagbut the aircraft
ditching pose no flight safety risk but will atttaggnificant passenger
attention and concern.

» (Flight) Operational risk — the risk of operatiowi@lays resulting from the
grounding of an aircraft or aircraft fleet. Thisubd be considered as part of
the financial risk.

« Airworthiness risk — the risk that the aircraft ntag/not be airworthy due to
maintenance or ground handling problems.

» Security risks — e.g. risk of loss due to delibettions endangering the flight

The ARMS methodology has been developed for Figgfety risks, so in this
document, the primary focus is on operatidfiajht Safety risksi.e. any risks that
could harm the occupants of an aircraft (passeragetsrew). However, the working
group believes that the methodology could easilgdegpted for other types of risks.

As stated in section 2.1, Operational Risk Assessiseneeded in three different
contexts:

1. Individual safetyfevents may reflect a high level of risk and consequently
require urgent action. Therefore all incoming esearged to be risk assessed.
This step is called Event Risk Classification (ERC)

2. The Hazard Identification process may lead éidentification ofSafety
I ssues, which need to be risk assessed to determine adtians, if any are
needed. This step is called Safety Issue Risk Assexst (SIRA). Safety Issues
may need to be re-assessed on a regular basisuceghat the risk is
maintained at or below the acceptable level.

3. From time to time there will be a need to cauySafety Assessments,
typically related to a new or revised operatioraivity (e.g. new destination).
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The activity needs to be risk assessed at the iplgrstage, according to the
“Management of Change” process of the company.

The primary target group for the ARMS methodology airlines and other aircraft
operators. The secondary target group consistgiati@n organisations, which have a
link to aircraft operation but do not operate tiveraft themselves.

3.2 Relationship with older methods and key references

The ARMS methodology links with the following elents of the ICAO SMS
framework:

¢ Risk Assessment (and mitigation)

» Safety Performance Monitoring and Measurement

* Management of Change

The ARMS methodology can be seen as a further edéibo of the principles that are
behind the more generic method given in the ICACSS#urse material and the
Safety Management Manual (SMM). Both approachesesih@ same objectives

It should be kept in mind that methods given initBAO SMS material and any
NAA-level Acceptable Means of Compliance (AMC) dowents are not necessarily
restrictive, i.e. they preseaheway to comply without ruling out other acceptable
methods.

3.3 Key points of the ARMS methodology

The ARMS methodology can be summarised with thevwoehg points:

« The overall end to end Risk Assessment processingtérom Hazard
Identification and leading to Safety Actions hasibdefined and acts as the
backbone for the methodology.

* All new incoming Safety Event Data needs to beewed within an
acceptable timeframe so that there can be an inateediaction to any urgent
iIssues. This task Bvent Risk Classification (ERC), and is the first step in
the ARMS Risk Assessment process. The ERC makgsck initial estimate
on the risk inherent in the eveiithe new concept of “event-based risk” is
used to estimate the risk. The result is bothladlisss (colour) indicating
what needs to be done with the event — and a noatemlue of risk (the ERC
risk index value) which can be used in quantitatigk analysis. Once risk
assessed, all events are stored in a safety estatiate.

* Since, as explained earlier, an historical evestriwarisktoday, the actual
event is extrapolated into what accident outcaméd crediblyhave
occurred. This is then risk classified taking intmsideration the barriers that

* In 2008, when the ARMS methodology was presenté@A0, the feedback was that the methods
presented in the ICAO SMS material are not the aolieptable ways to carry out the activities and no
conflict was seen between the ARMS methodologytatedCAO guidance material.

Page 12 of 67
v 4.1 — March 2010



Methodology for Operational Risk Assessment
ARMS Working Group, 2007-2010

avoided this event being that accident outcome.duestion is: whatvasthe
risk, at the timewhen the event occurred.

When the Safety Data in the database is analysath @Bnalysis), the main
focus is on identifying any Safety Issues thatcftee current operation.

All identified Safety Issues are risk assessedgufieSafety | ssue Risk
Assessment (SIRA) technique. The conceptual framework for this risk
assessment is again a new one: risk is calculatéaegproduct ofour factors,
(prevention, avoidance, recovery and minimisatiblogses) instead of the old
severity x likelihood formula. This new frameworicludes the risk controls
(barriers) in the risk assessment. The output f8dRA is a risk value for each
Safety Issue.

A key priority of the ARMS methodology is to reduite subjectivity inherent in
current risk assessment methods. Three stepsdipatdiachieve this are:

In the Event Risk Classification (ERC), all theccimstances that conspired to
produce the event are known and are considerdtegsere, so the
subjectivity associated with determining the likelbd of the event occurring
has been greatly reduced.

The ERC attempts to identify the likelihood of tleigent having resulted in an
accident outcome by assessing the barriers thadewthis event being that
outcome. The consideration of these barrierslisssijective but that
subjectivity can be reduced by a good understanadlitige barriers available
in typical scenarios:

In carrying out a Safety Issue Risk AssessmentAjIBe analyst him/herself
should first define and scope the Safety Issuerbeafek assessing it. A
precisely defined Safety Issue is much easiersesssquantitatively. For
example a windshear Safety Issue that concernsomayaircraft type and one
airport is easier to examine than one that coversmhole airline fleet and
route network. Careful definition will ensure thiaé risk assessment is more
likely to be based on facts rather than imagina#ind guessing.

3.4 The Risk Assessment Process

A simplified outline of the Risk Assessment Procgsgeloped by the ARMS group is
presented in figure 1.

Hazard identification is about collecting and asalg operational safety data, thereby
identifying Safety Issues. Such safety data typidatludes safety reports, flight data

* Another interesting difference is that in the ARM®thodology, all Event Risk Classifications are
independent of each other (see appendix 6.5 — iiilidt point).

Page 13 of 67

v 4.1 — March 2010



Methodology for Operational Risk Assessment
ARMS Working Group, 2007-2010

events, and the results of safety surveys andsaudliizard Identification provides the
input for Risk Assessment.

A knowledgeable person has to review such datéwvelg quickly so that any urgent
matters can be addressed in a timely manner. Tdpsisaddressed through the Event
Risk Classification (ERC) process.

The possibility of taking action based on indivitlegents constitutes the first step in
the process (red arrow “Urgent actions?”).

All incoming safety data is also stored in a dasabd he database should be routinely
analysed in order to detect any adverse trendscamibnitor the effectiveness of
earlier risk reduction actions. This analysis megdl to the identification of a

potential Safety Issue which needs to be formadly assessed to determine the level
of risk and to design appropriate risk reductioraguges. This is the bottom (yellow)
arrow in figure 1.

Additionally, analysis of the database, promptecbyevent or concern may reveal
risks that should be dealt with immediately befamaore formal SIRA is carried out;
i.e. some issues which are obviously “wrong” axedi without a risk assessment. E.g.
a sudden increase in unstabilised approachesgaraX may lead to action without a
formal risk assessment. This “quick response” sagented by the middle (blue)
arrow. These issues should eventually have a fogtA carried out so that they can
be properly measured and tracked in the Risk Ragist

Process summary — simplified schematic

Safety
Events

Event Risk Classification

Database Analysis

uoroNpPay sty

Risk Assessment of Safety Issues

Safety Issues

Figure 1. Simplified way to present the Risk Asss=ist process.
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Figure 2 presents the same concept in more dewéh an additional input, Safety
Assessment . It should be noted that for reasonkadty some of the secondary
arrows have been removed from this chart.

Process summary

Event Risk-€lassification (ERC)

Investigations

/ All Data
L.
- - ““! to
Data Analysis \||| “ !
\Iiili uce risk

-Frequencies K——

= _ . Performance | =——>
Database -Identific:':;zzd;f Safety Monitoring <
Issues I
All collected \ N Reg |Ster
safety data

Safety

-Categorized Safety \
-ERC values Issues

Safet .
Hazard lesues Safety Issue Risk

Analysis Scenarios ASS?SSlsAm ent

Page 12

Figure 2. The Risk Assessment process flowchart.

The same three steps that lead to risk reductiboreccan still be observed in the
diagram.

The proposed practical ERC application is a 4x4rimand the result will be red,
yellow or green. An organisation will require reckats to be investigated/actioned
immediately and yellow ones to be investigated vath less urgency. Green means
“file the event in the database and use it foigtaal analysis and continuous
improvement”. In this way, yellow and red eventsyrtead to direct action, based
only on one individual event. (See chapter 4, &gQr

All actionsshould be managed through the Register, whichagmnall the
information concerning Safety Issues and assessletevels. The Register should
also be used to track progress on “actions”.

The other input to the overall risk management @seds through a decision to carry
out a Safety Assessment. When an operational chamd@ned a Safety Assessment
should be launched to assess the associated safetyhe first step is Hazard
Analysis, which consists of listing all the potaehthazards related to the change.
Based on these hazards, the most critical relaieobsios are developed, and can be
assessed using the SIRA method. In some cases,mitarbe little or no data to help
with the assessment so more subjective judgmetitaedd to be made. (See section
4.10)
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4 ARMS Risk Assessment methodology explained -
step-by-step

The description of the Methodology in this chapgesupported by several
documented examples in section 6.10.

4.1 The starting point: Hazard Identification data

There are several different sources and typesfetysBata, coming from the Hazard
Identification process. A list of typical sources &in airline operator is presented in
figure 3. For other types of aviation organisatitmere will be a range of other data
sources available that could equally be considered.

Hazard Identification — possible safety data sources

* Safety Reporting * Observing the operation
» Air Safety Reports (ASR) » Line Operations Safety Audit
» Cabin Safety Reports (CSR) (LOSA)
» Maintenance Safety Reports » Line Operations Assessment

» Mandatory Occurrence System (LOAS)

Reports (MOR)

» Ground Safety Reports * Learning from your own people

» Confidential Reports » Moderated sessions with groups
of internal experts

» Brainstorm new hazards or
elaborate on known hazards

» Human Factors Reports

* Questionnaires/ surveys

¢ External information
» Conferences & publications
» Other operators

* Recording
» Flight Data Monitoring
(= FDM = FDA = FOQA)
e Safety and quality auditing

Figure 3. Typical sources for safety data.

The ARMS methodology deals with various types ofatd Identification data. The
main rule is that ERC is used for eve(@gen when there is no actual consequence)
and SIRA is used for issuéiscluding hazards and latent conditions). Hemrae&o
examples:

« Observeceventavould be entered and assessed in the same wayjeg s
reports, with the ERC.

* Observed findingéthreats, hazards, latent conditions) would be &eslyzed
with SIRA. In this case the first factor of SIRAgt“triggering event” would
typically be the hazard.

* Audit findings can be assessed with SIRA. Findiingsn Questionnaires
would follow the same logic.
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» Fatigue is one of the Human Factor (HF) hazardsishaurrently receiving
increasing attention and many organisations ar¢eim@nting a Fatigue Risk
Management System (FRMS) as one element of the®.9We ERC provides
a good tool for assessing the Flight Safety risteported fatigue related
events (e.g. navigation error). On the other hamahy fatigue-relate8afety
Issueswould be risk assessed using the SIRA (e.g. Spdatigue
considerations of ultra-long-haul sectors).

Customisation of the ARMS methodology is discudsether in chapter 5.
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4.2 Event Risk Classification (ERC)

The main objective of Event Risk Classificatiotidsact as the first screening of all
incoming safety data and to identify when urgetibads necessary. This type of
screening is necessary whatever methodology isfosedk assessment. Typically,
the event risk classification should take placdguebly within one or two days of the
event and be carried out by a person with operatiexperience who has been trained
in risk assessment, hereafter called the Safetyy8na

Section 2.2 and appendices 6.5 and 6.6 illusthetg@toblems when trying to perform
event risk assessment with classic methods. Talawah problems, the ERC within
the ARMS methodology is based on the new concefevait-based risk”, which is
an assessment of the risk associated thihone everand not the risk associated
with all similar eventslt should be kept in mind that the ERC may orgytloe first

step in the risk assessment process and may lsedeas a result of any investigation.

The ERC value is based on two questions:
» If this event had escalated into an accident, wimatld have been the most
credible accident outcome?
* What was the effectiveness of the remaining bartetween this event and
the most credible accident outcome?

It is worth noting that:

» The first question is looking to identify the aceid outcome that is of most
concern when this type of incident occurs, or mdther way ‘what is the
accident | am trying to avoid by having these ieait reported?’ This
question is not asking for the most probable outcas that is usually
“nothing” and therefore ignores any risk that therg carries, but neither is it
necessarily looking for the worst possible outc@aé¢he worst case scenario
would often not be the most obvious accident tceekd-or example, a low
speed runway overrun or a ground collision duraegibg would be an
accident but seldom one with 100% fatalities.

* There is likely to be some subjectivity betweenrsise the answer to the first
question depending upon how they consider the faci@using the event.
However that variation is dealt with in questiorotthhirough consideration of
the remaining barriers, and hence the probabifithat accident outcome. The
risk colours and values in the ERC are intendezhBure that any variation in
approach produces similar outputs in terms of (s&le appendix 6.8).

* Inthe longer term it is likely that organisatiomsl identify the outcomes
associated with types of events and hence remeaveulbjectivity associated
with the first question for most incidents. Altetivaly some users may wish
to consider multiple outcomes but this, howevdragond the scope of the
ARMS work at this stage.

* Described earlier in chapter 2.
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The second question only considessiainingbarriers — to estimate the
probability of further escalation into the mostdil#e accident outcome (of
Question 1). The barrier, which stopped the escalatvill be counted in
(because it was still in place) along with any othtbat are believed to still
remain. The already failed barriers will be ignared

It is recognised that there is still subjectivitythe answer to the second
question and that expert knowledge will still bguieed to make an accurate
categorisation. It is likely that some organisasiavill choose to develop
methods to reduce this subjectivity.

The reference in this analysis has tambeaccidentbecause risk assessment
only makes sense in relation to an accident. Isdwe change the fact that we
manage incidents that are not actually accidenjisst recognises the fact that
to measure the risk associated with incidents veel ne reference them to the
accident outcome. In some cases, the referencegestaould be so minor that
it would not qualify as an accident according te lBBAO definition. This
explains the adopted use of the term “accidentaynéc.

The proposed practical ERC application is a 4x4imatiustrated in figure 4 below.

Question 2
What wes the effectiveness of the remaining | Question 1
barriers between this event and the most If this event had escalated into an
credible accident scenario? accident outcome, what would have
Effective Limited Mnimal  Not effective| |been the most credible outcome? Typical accident scenarios

Loss of control, mid air collision,
Catastrophic | Loss of aircraft or multiple | |uncontrollable fire on board, explosions,

Accident fatalities (3 or more) total structural failure of the aircraft,
collision with terrain

102

1 or 2 fatalities, multiple
Mejor Accident|  serious injuries, mejor
damage to the aircraft

Hgh speed taxinay callision, major

turbulence injuries

Minor Injuries | Minor injuries, minor damege| | Pushback accident, minor weather
or damege to aircraft damage

Any event which could not escalate into
No accident | No potential damage or an accident, even if it may have

outcome injury could ocour operational consequences (e.g. dversion,
delay, individual sickness)

Figure 4. ERC matrix

The following guidance helps in making coherert assessments.

Question 1: “If this event had escalated into aricemnt, what would have been
the most credible accident outcome?”

* In your mind, try to escalate the event into andea outcome.
« If it was virtually impossible that the event colildve escalated into an
accident outcome, then you are at the bottom ro®R& value 1.
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* If you can imagine credible accident scenareg( if improbable onés'then
consider the most credible scenario and judgepisal consequence and pick
the corresponding row in the matrix. The listecpftal accident scenarios” on
the right of the matrix can be of help.

Question 2: “What was the effectiveness of the remg barriers between this event
and the most credible accident outcome?”

* To access the remaining “safety margin”, consiaeh lbhe number and
robustness of the remaining barriers between tleateand the accident
scenario in Question 1.

» Barriers that already failed are ignored. Onlyltherier which worked and
any subsequent barriers still in place are takemancount.

* For the vertical column selection, you should pick:

—>The extreme right column, if the only thing sep@agthe event from an
accident was pure luck or exceptional skill, whigmot trained nor required

—>The 3rd column from the left, if some barrier(s)evstill in place but their total
effectiveness was “minimal” — e.g. this could bBRWS warning just before an
imminent CFIT.

—>The 2nd column if the effectiveness of the barslewias “limited”. Typically,
this is an abnormal situation, more demanding toage, but with still a
considerable remaining safety margin — e.g. a natderror in loadsheet or
loading vs. slight rotation problems at take-off.

—>The extreme left column, if the safety margin weBective”, typically
consisting of several good barriers — e.g. passesrgeking in the lavatory versus
in-flight fire accident.

It is good to keep in mind that the available infation about the event at this stage
may be limited and the ERC is performed based rithited information.

Appendix 6.10 contains worked examples on Everk Riassification.

The ERC has two output§hefirst output is a recommendation on what should be
done about the event.

For example, using the provided ERC matrix, theltsshould be interpreted as

follows:

. - Investigate immediately and take action.

- Investigate or carry out further Risk Assessment

-> Use for continuous improvement (flows into the Database).
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In the case of a red result, the event can be deresi to be a Safety Issue in its own
right. In the case of a yellow result it may bedstigated and/or risk assessed with
more refinement. This may be done using the SIRArbicreating a Safety Issue
based on the event or some aspect of the event(bayard). For example, a GPWS
event may reveal poor ATC routings at a particldaation, which is then taken as a
Safety Issue and risk assessed using the SIRA.

The Safety Analyst may, based on his/her own judgnsmmetimes decide on a
higher risk than the ERC would indicate.

The second output of the ERC is a number, called the ERC risk indéxs index
gives a quantitative relative risk value and isywageful in compiling statistics (see
section 4.6 on Data Analysis)

In the proposed ERC matrix, the risk indices ramfrl to 2500 and each square in
the matrix has a unique value. The rationale bettiecchoice of these risk index
values is presented in appendix 6.8.

If there are several possible “accident outcomehados that can be imagined, you
should run the ERC process on each and pick thehangives the highest risk index.

4.3 Investigations

The purpose of the in-house investigation is td fimt more about the event and its
causes. Its scope may range from one phone csdittimg up a multi-departmental
investigation team which might take several momshgrovide a final report.
Investigations involving external bodies are natsidered here.

The investigation may include:

» Telephone calls or meetings to get information fiowolved people or
specialists

» Studying prevailing weather and other conditions

» Studying technical records

* Analysing the safety database and studying higtbdata on similar events or
conditions

e Writing the results in a report, which may be ptha#o the safety software,
linked to the event.

Typically, the investigation identifies causes, ttilmuting factors and conditions. It
may lead to recommendations and actions.

4.4 Actions to reduce risks

Risk Assessment as such does not reduce risk. Mised the company will specify
the functional groups who are required to iderttify necessary actions and to follow
up their implementation and effectiveness. Typicahe Safety Action Group(s) will
focus on both of these. The organisation may adse la high level Safety Review
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Board which will concentrate on monitoring the alerisk level and the completion
of key actions and recommendations in the Risk egi

The (Risk) Register is of major help in trackinggenmendations, both for
implementation and effectiveness. (see section 4.9)

45 Safety database

In addition to the ERC, all the safety data shdaddcentered into the safety database. It
is necessary to have'structured” database, which can be used for data analysis and
where individual events can easily be found. Thgrieace of the tasks, i) Event Risk
Classification (ERC) and ii) entry of the evenbitihe safety database will vary,
depending on the individual operator’s software pratedures.

The safety database facilitates different kindstafistical analyses, including charts
on event numbers, risk levels and rates, sortedhligus criteria. Such analyses may
drive some action, even before a Safety Issuermsdlby raised and a more formal
risk assessment has been made (middle (blue) digaove 1). Analysis of the safety
database will also provide some measures for S&fetiprmance Monitoring.

To create dstructured” database, it is necessary to classify the dakedbars several
criteria. Typical elements related to each eveat far example:

 Date

* Aircraft type

e Aircraft registration

e Departure point and destination

* Phase of flight

* Location of event

» Event descriptor or type

» Aircraft systems involved (list of keywords)

* Operational issues involved (list of keywords)

» Event Risk Classification risk index value

In addition to these factual elements it is higidgirable to create other structured
data such as the event “type or descriptor” “categabrs” etc. This will be extremely
valuable in future database analysis.

Often the database is contained in the safety aoé&wool used by the airline.

All commercial tools include keyword or descriptakonomies for classifying the
events. The needed level of sophistication of @italthse is a function of the airline
size and complexity. Further description of sofviols is beyond the scope of this
document.
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4.6 Data Analysis

The main purpose of Data Analysis is to identify 8afety Issues affecting the
current operation.

Data analysis is about examining the safety datatmslentify trends and clusters of
related events. It's a learning and discovery pgedeom existing data.

Charts, graphs and filters are produced thates@mts by different combinations
such as:

e Time period

* Aircraft type

» Airport/approach

* Event types

« Keywords

» Aircraft systems involved

e Operational issues involved

Sometimes the results will immediately highlighduies that very obviously need to
be addressed — even before a formal risk assesshugréxample, if an approach to
an airport has a very high rate of unstabilisedagghes, the matter obviously needs
to be addressed.

Results can be presented as “number of eventss trate of events”, the latter being
often more meaningful. For example, the numbemstabilised approaches per
destination airport will be driven by the differeamimber of flights flown to these
airports. The home base may show a high numberarite simply due to the high
number of flights. Calculating thrate of unstabilised approachpsr all approaches
flown to that destinatiowill give a clearer picture of the situation.

It is important to realise that neither “numberotnts” nor “rate of events” take into
account the (potentiabeverityof the events. Therefore, looking at such stagstan
be misleading. The ERC risk index values providalaable opportunity to move
from this “number” focus to a “risk” focus, givirgmuch better basis for decision
making. The ERC values may be used for any typatistical analysis. How to do
this? The following examples illustrate two possiblays.
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Example 1.Accumulated total risk.
Sum together the ERC values of a batch of everdstate the cumulative risk value
as the total risk for that batch of events.

Reported ground events per airport

40 3500
mmm Number

I Rate
—0— Total ERC

+ 3000

+ 2500

+ 2000

+ 1500

Event count and %
N
o
L

+ 1000

Accumulated ERC index

+ 500

AAA BBB CccC DDD EEE

Airport

Figure 5. Fictitious example of cumulative ERC riisétex use.

Figure 5 presents a fictitious example of a charjmund events sorted by airport.
This example illustrates the importance of lookatgisk instead of only event
numbers and rates. The results are presentedeagahcount, event rate and total
risk per airport (cumulative ERC of all ground etgeim that airport). For airport DDD
the risk is high despite a low event number anel fate. the severity of the
(potential) outcomes has been high in the evehkisdgalace in this airport.
Therefore, the classic analysis based only on nunalbe or events would lead to
underestimating the importance of ground evenBHD. In fact, “ground events at
DDD” could typically become a Safety Issue.
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Example 2: Reporting rates per year
This is an example of adding the ERC colours toexkates per year.

Rate per ERC Outcome
300
[
250
[
o
5 200
T [
8 = Red
o
= 150 f— o Yellow
3 @ Green
Jo
S 100
(3]
4
50
0 ‘ ‘ ‘
2006 2007 2008 2009

Figure 6. Fictitious example of ERC Outcomes re&ato number of flights over four years

In this example every event from the databaseaspmgd by the ERC outcome (red,
yellow, green) per 1000 flights. This gives eveaies per ERC outcome and can be
monitored over time (per year or month for instgnce

Other options include calculating the mean andé@mdard deviation of the ERC risk
index values. These can be used to assess theeelak of such factors as aircraft
type, location, safety event type etc. In additt@mds of these values over time are
very useful in Safety Performance Monitoring. Segtrsection.

Remember that ERC risk index values arerétativerisk, i.e. they are used for
comparingdifferent risks, not as absolute values.

4.7 Safety Performance Monitoring

A key requirement in SMS is to monitor the Safe¢yfBrmance of the organisation.
The purpose is to ensure that the target safefgnpeance (and at least a minimum
acceptable level of safety performance) is achielredractice, the data used for
Performance Monitoring is virtually the same d#tat is used for Hazard
Identification and Risk Assessment.

Safety Performance Monitoring can be based both on:
* Measures coming directly from some Hazard Ideratifan source (e.g. safety
reports or flight data)
* Risk-based measures.
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The former tend to give information about a vergafic and narrow aspect of the
operation and are usually limited to a number te, rlaus not integrating the potential
severity dimension. Risk-based parameters canayimere comprehensive picture of
Safety Performance. They can be used at diffeesmetid:

1. Normal, Hazard Identification —based Safety &tenaince Indicators (SPI's) can be
transformed into risk-based measures by replatiagvent number with the
accumulated ERC value. Such Safety Performancedtatis could be created to
follow, for example:

» Total risk associated with Maintenance events

» Total risk of unstabilised approaches

» Total fatigue induced risk

2. Safety Issue Risk Assessment (SIRA) result wata®m be used in creating more
global Safety Indicators, which are monitoring tisk of the identified Safety Issues.
For example:

* Risk of “flying in uncontrolled airspace”

* Risk of “operation into airport XXX”

3. Using measures from 1 and 2 above it is possielild an indicator which tracks
the total operational risk.

The targets can be set, for example:
* As an absolute/minimum value
* As an allowed time above/below a certain limit
* As an allowed variation range (e.g. two standardadi®ns from mean)
* Asarisktrend

4.8 Safety Issue Risk Assessment (SIRA)

As a result of data analysis, the organisation gvidually identify a number of
Safety Issues affecting its operation. These mesidk assessed using the Safety
Issue Risk Assessment (SIRA).

The first step is to define and scope the Safetydgroperly. Typical aspects to
define are:

« Safety Issue title

» Description of Hazard(s)

» Description of related accident scenario(s)

» A/C types considered

» Locations considered

e Time period under study

* Departments whose involvement in the assessmeetiessary

» Other

Defining the Safety Issue properly makes the assessmore factual. For example,
once the airports have been fixed, the exact rurlersyths are known; once the time
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period is fixed, the frequency of flights to varsodestinations and the current status
of the aircraft (modifications, etc.) become fixed.

Sometimes, before making the quantitative SIRAss8ent, the Safety Issue might
have to be split into two or more sub-Issues. kangle, if the Safety Issue is
“approaches to airport Z”, where airport Z is algevation airport with a short
runway, the Safety Issue may have to be split todub-issues: one to cover the risk
of hard landings and another to cover the riskuofway overruns. The reason for
splitting is that the applicable barriers, triggerievents, etc. for the sub-issues may
be different — therefore requiring a separate amalfpr each of them.

SIRA assesses the risk using a formula where askidur factors.

* Frequency/probability of the so-called Triggeringekt
» Effectiveness of the Avoidance Barriers

» Effectiveness of the Recovery Barriers

» Severity of the (most probable) accident outcome

The background for this method is explained in appe6.9.

ARMS has developed an Excel-based applicatiorustrate how SIRA can be
carried out in practice. This tool goes through$iieA process step-by-step, starting
with the Safety Issue definition, then describing triggering event, all barriers and
the accident outcome. Finally, a numerical estiomator the first three factors is
made and the severity of the potential accidertamut is estimated, similarly to
ERC. A factor of 10 of difference is used betwdsnharrier effectiveness classes to
make the choice easier (e.g. the barrier will'fafice in 100 times”, or “once in 10
times”). . This Excel based tool is available atwvskybrary.aero

JAR/FAR-1309 limits are used to produce the outpstlt on a scale of five levels of
risk:

Unacceptable levels of risk:
e Stop
* Improve

Tolerablelevels of risk:

e Secure
* Monitor
e Accept

The exact meaning for each of the results has ttebeed at the company level. Here
is an examplef what the results could mean:

» Stop: the concerned part of the operation (e.girgdgon, aircraft type,
procedure) has to be discontinued immediately amtiicceptable risk
reduction measure has been implemented. The metteives immediate top
management attention.

« Improve: Issue has to be raised and actioned &dlfety Action Group
(SAG) and monitored at the Safety Review Boardk Resluction measures
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need to be identified and started within an agteed frame. If risk reduction
to acceptable level is not reached within agre®e foeriod, top management
decision about risk tolerance is required at tHetgd&eview Board level.

» Secure: The risk level and its trend needs to beitor@d continuously (at
least at SAG level) in order to prevent escalatiounacceptable level.
Reinforcement of existing measures should be dssoliat the next
convenient opportunity (e.g. at next scheduled $#¢€&ting) and taking
further reduction measures should be considered.

* Monitor: The Issue is followed regularly througte tfoutine practice of
database analysis and the monitoring of SIRA valoieall Safety Issues in
the Risk Register, i.e. it stays in the list ofremt or anticipated Safety Issues.

» Accept: No specific action is required since thsk is well within the
acceptable level.

* The exact meaning of each risk level and the requaction must be defined
and agreed with company Senior Management. Whalesble and for how
long? How are high-risk Safety Issues and relatdidras monitored? This
should be documented in the organisation’s SMS Manu

The Excel tool features a dedicated field whereréisellt can be commented by the
Safety Analyst. For many organisations the Excel teay be a sufficient way of
tracking Safety Issues. New worksheets can beyeasihed from existing ones and
used as templates for SIRA updates.

SIRA is also applicable to Safety Assessmentspasteof theManagement of Change
process. This aspect is covered in sections 4.dGd2.

4.9 Risk Register

The risk register contains the information on idfead risks that is necessary for
managing them. Typical contents are:

e Safety Issues

* Their risk values

* Agreed actions

* Responsible people and target dates for actions

* Progress with actions and impact on risk levels

The Register is a good tool for people in line agiens and the Safety Office
working on safety management.

Some organisations may choose to track risks aire nefined level and include in
the Register:

» Triggering events

* Undesirable Operational Events (UOE)

 Barriers and their tracked effectiventss

* The issue of tracking barriers and their effectass is a vast topic in itself and may become an
important aspect of a Safety Management System.edery even though the ARMS working group
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« Safety decisions (which have to be recorded sommyhayway)

4.10 Safety Assessments

A Safety Assessment is a Risk Assessment focusiragspecific part of the

operation. The objective is to assess whetherpiduatof the operation is safe enough,
i.e. whether the risk level is acceptable. Usuthly/focus will be on aew or
changingpart of the operation and the objective is to emslnat the planned

operation will be safe. In this case, the assestsai@uld be made before the decision
on the new operation is taken; but in any caserbdfe new operation is started.

The origin for the assessment could also beamgein the operating environment, as
opposed to an internal company decision.

In both above cases, the Safety Assessment igfdne Management of Change
functionof the SMS. There will be not be complete compaaig that could be used
in the risk assessment because the focus isutuge operation.

Sometimes Safety Assessments are madalfeady existingparts of the operation.

In this context they are often call&afety Caseand the objective is to ensure that the
safety level is (still) acceptable. In this casanpany safety data should be available
to support the assessment.

In addition to the main objective of assessingrifielevel of the operation under
focus, it is usually desirable to assess:

e If the risk level is too high, could it be redudedan acceptable level?

* If yes, how?

* How difficult and expensive would it be?
Answers to such questions will be essential forttipenanagement when they are
evaluating the feasibility and profitability of @w operation.

It is important to realise that Safety Assessmargsnot merely a procedural step in
the Change Management process. Their usefulnesgsiéom the consequential
actions that are taken to reduce the identifiddsri¥he actions must be tracked to
ensure that the risks are reduced as planned.

The proposed method for carrying out the Safetyedsment is first to identify and
analyse the associatbdzardsand then use the Safety Issue Risk Assessmemd]SIR
technique to assess the risks related to the fomhhazards. This method works
when there are enough factual, quantifiable elesienteed the SIRA (e.g. new
GPWS recovery procedure)

It should be noted that for purely qualitative ©S@hanges (change of management
structure, outsourcing of a service) it may be isgilole to quantify the risk using
ARMS or any other such method and hence the SiRAnigue cannot be used. In
such cases the assessment needs to be of a oquali@iure, based on judgments

identified many challenges in this area and disedisse topic, the issue is outside the scopei®f th
document.
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made by experienced people. A fully qualitative fast objective as possible”
estimate must be made using a defined processatiypin an evaluation group.

For all Safety Assessments, a key issubasv is the Assessment triggeréd
systematic triggering mechanism needs to be ireplBis could be a permanent
agenda item at the SAG and SRB to discuss whethyiag “in the radar” would
require a Safety Assessment. The SAG and SRB lsdl lzave to review and decide
whether or not the result of a Safety Assessmemtdsptable.

Examples of Safety Assessments are developed endpp6.10.

4.11 Hazard Analysis

Once the focus area of the Safety Assessment leaspoecisely defined it will be
possible to list the related hazards. This candmeeither systematically by using a
recognised method, like FMEA (Failure Mode and &#eAnalysis), or through an
evaluation by a group of knowledgeable people.

A list of identified hazards in itself does not alyg provide the necessary material for
SIRA. Hazards tend to combine with each other aitldl @ther factors such as
visibility conditions. Therefore, the next stegasbuild scenarioswhere the identified
hazards create Undesirable Operational States (tf@sgould result in an accident.

4.12 Using SIRA for Safety Assessments

The Hazard Analysis step typically produces seveoééntial hazards and several
potential accident outcomes, around one or more’sltSnay then be possible to
limit the study to the most critical outcomes.

The scenario(s) must now be entered into the SHadéwork. This means
identifying the UOS and the related most probab@dent outcome, the triggering
event and the barriers. The SIRA method would tieeapplied as explained in
section 4.8 and illustrated through the examplegpjendix 6.10. The Hazard
Analysis step should have produced most of the dagaired for the SIRA.

In the case of several scenarios, the one produleengighest risk would drive the
overall risk level of the Safety Assessment, busetnarios could drive the resulting
risk reduction actions.
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5 Customisation issues for different types of
organisations

Like in SMS in general, one of the most challengasgects in setting up a well-
functioning Risk Management process is that it segede customised to the specifics
of the organisation in question.

Throughout the document, a clear distinction is enlaetween the conceptual
methodology, which should be universal, and thetpral implementation of the
methodology (printed on a grey background), whicyrne more or less customised
at the company level. In addition, this chapterradsies some specific customisation
issues.

5.1 Organisations without flight operations

As stated in section 3.1, the main focus of the ARMethodology is oifrlight Safety
risks i.e. any risks that could harm the occupantanddiecraft (passengers and crew).
Only organisations running a Flight Operation dreally exposed to Flight Safety
risks.

It is important to realise that managing the Fli§hafety risk is also the primary safety
objective for the complete aviation system as aleihitherefore, ideally, any risk
assessments done anywhere in the aviation systeadstelate to the Flight Safety
risk.

The aviation system consists of a large numbernabus service providers, most of
whom do not exercise a flight operation and theeetaill not have aircraft accidents
but who can contribute both positively and negayive flight safety as both a source
of hazards and through controlling some barri¢iis. éasy to illustrate this by
thinking of Maintenance Organisations or Air Traf€ontrol centers.

How should such organisations without flight opienag carry out risk assessments?
Sometimes their choice has been to assess riskaition to an intermediate negative
outcome, which has typically been;

* Releasing an unairworthy aircraft — for a mainteaorganisation, and,

» Total loss of air traffic service capacity — for AMC organisation.

The problem with this approach is that neitheref tnentioned intermediate
outcomes is actually an accident. The “unairwosgingraft’ state can be reached in
hundreds of different ways, some of which inducexinemely high flight safety risk
while others induce no flight safety risk at alhéFefore, such risk assessments need
to ensure that there is a strong relationship betvibe assessed “airworthiness risk”
and the flight safety risk. It is desirable thag RO should risk assess both
airworthiness and flight safety. It must be recegdithat the SMS of an MRO will
have a Hazard ldentification and Risk Managementgss to identify safety issues
and ensure that corrective action is taken. Soreate\that have a low or negligible
flight safety risk may be as a result of a systefailcire that could manifest itself in a

Page 31 of 67
v 4.1 — March 2010



Methodology for Operational Risk Assessment
ARMS Working Group, 2007-2010

much more serious manner. The Risk Management gsonast ensure that action is
taken and that such events do not fall into theégi' “no action required” category
because there was no actual “accident outcome”.

One of the conclusions of the ARMS working groupasrisk assessments in such
aviation organisations should, if practicable redab theflight safety risk, in addition
to the airworthiness riskn most cases, this will require working togetidh other
organisations and especially the one running tlghFOperatiofi. The service
provider needs to know what is the real risk tghtioperations created by various
hazards they produce. The flying organisation néeésow what is the expected
frequency of the triggering events (at the serpicevider) and how good the barriers
on the service provider side are. The SIRA is & useful tool for structuring such a
dialogue and working towards the actual flight safesk.

The ARMS Methodology is fully applicalbdevarious types of aviation organisations
and not only to organisations with flight operagoRelating to flight safety risks is a
challenge, but using ARMS can help in meeting thailenge. Both ERC and SIRA
are supposed to be used in relation to the potenttaome in the flight operation.
Appendix 6.10 contains examples to illustrate gumt.

The conceptual idea of ARMS could be used to mdkigianal versions of ERC and
SIRA for an MRO for example. Each event could seased in parallel using the
different ERC’s and provide different index valu@éhis way, different types of risks
could be managed in parallel. Occupational SafetyHealth (OSH) risk could also
be assessed using the ARMS concepts. Such “custthom’ however, is beyond the
scope of this document and is left to the individarganisation or future working
groups.

5.2 Large organisations

In large organisations with high data quantitiesried for systematic, robust
processes, coherence and minimising analysis tenegport become important
requirements. Good tools and automation are crgigecess elements. The high
number of data elements is both a blessing andladem: Workload is increased but
on the other hand many things become quantifiable.

One thing that may prove useful when faced witthliigport quantities is the use of
templates, which guide the analyst in classifyimgilar repetitive events in a
consistent way. For example, the following typegwdnts may be reported in large
guantities with almost identical content:

» Birdstrikes

* TCAS alerts

* Minor technical failures

» Passengers smoking in lavatories

* See the excellent presentation by Jean-Marc Qlyzeasented to the EASA workshop on SMS, 15-
16 January 2008. Link to the presentations: httpail.easa.eu.int/ws_prod/g/g_events_archiv.php
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In addition, there may be time periods when a $ppgmioblem repeats with very high
frequency (technical condition, weather phenomemak in progress at an airport,
etc.). In such cases, it is good to have a wellsdented, consistent way to classify
the events, based on a few simple rules. Naturidlé/template would give only the
default result — if any additional factors weregamet, the analyst would have to
correct the result.

Another potentially useful function can be a sentieanatic detection of Safety

Issues. A data-mining tool could scan the safetgitwiese and propose certain detected
patterns to be raised as potential Safety Issuesd&tection can be based on the
frequency or increasing trend of any value in thadase (by aircraft tail number,
aircraft type, aircraft system, time of year, antpphase of flight, etc.). This way, at
least the easily detectable patterns can be ddteetai-automatically, leaving more
analyst resources for finding the more challen@agety Issue patterns. In addition
data mining tools have been shown to be good attliet associations that are easily
missed by a normal analytic scan.

In a large organisation, with more data, it willfessible to quantify various
phenomena. For example, in SIRA, it may be possilese historical company data
for estimating the frequency of a “triggering evemtthe robustness of a barrier.

From the organisational point of view, there mayrimre resource available but also
more data to analyse. A good software tool is ¥aaimanaging the data and making
it available to all user groups.

In large organisations there are likely to be saiveeople who perform risk
assessments. This can lead to inconsistency. Trertfe consistency of risk
assessment needs to be monitored in the Safetyddarent System.

5.3 Small organisations

Using the ARMS methodology in a small organisatgnot different from what has
been described in this document. Typically, thelksize may be reflected in data
quantity, available tools, available human resoarme expertise and the level of
support provided by the company infrastructure.seifactors, which can be
perceived as difficulties, may be balanced by nairect communication channels,
low bureaucracy and faster capability to take acéind to adapt to changing
conditions.

Both ERC and SIRA can and should be used as desciilow quantities of data may
be a challenge for detecting Safety Issues, asgetigm with SIRA and for setting
up a credible Safety Performance Monitoring systéhnis increases the desirability
of channelling the various types of safety datarte single database, or to put them
through the same ERC, if possible. As for the dadalsolution itself, it may be both
acceptable and a cost-imposed constraint to useesinexpensive solution though
the cost of commercially available tools is usualliunction of the number of users,
making them more affordable to small organisations.
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Safety Assessments must be carried out, just amfpother type of organisation.
Again, external data may be very useful for quamtd various factors in the analysis.

Due to low data quantities, smaller organisaticars ltave the tendency to witness the
following effects:

* Every event category/keyword etc. gets a low nunolbéhits” thereby
making statistics based on “count” difficult to use

e This increases the value of ERC-based risk stadisind analyses, which will
allow easier prioritisation of issues.

* It becomes crucial to use external data both fmi\8hg Safety Issues with
SIRA and for any Safety Assessments. The slogdif ishappened to
someone else with the same a/c type / destinagogihe / etc, couldn’t it
happen to us too?”

5.4 Customisation of risk matrices

The ERC and SIRA are definitely the areas whereymiaers will be tempted to
customise. There are several potential areas &iogusation:

* ERC matrix colours

* ERC risk index values

e Guidance text around the ERC matrix (for columns iamws)

« Way to manage the SIRA calculation process (Exualtiple matrices, etc.)

* Phrasing of the four SIRA dimensions (the ques)ions

* Phrasing of the SIRA answers

* Meaning of the various possible results, for bd®CEand SIRA

While customisation often brings added value arsbmeetimes necessary, it may lead
to bigger changes than actually intended. A seemsmall change may actually be a
fundamental change to the method, and this mayngoticed. Moreover, the benefits
of customising should be weighed against the benefiharmonised methods with
somewhat comparable results from one user to anothe

For each customised risk matrix, the exact meaoireach risk level and the required
action needs to be defined and agreed with then@gigon’s senior management.
What is tolerable and for how long? How are higlki$afety Issues and related
actions monitored? (See section 4.8).

Here is a summary of do’s and don’ts for ERC arijAStustomisation.

ERC do’s:

e If you need to assess incoming events based ompheulisk dimensions’ like
airworthiness, cost or company imageeate an additional ERC so that each
event is classified separately for each type &faisd so each result can lead
to different types of action. This may be unrelat@dctual flight safety risk,
but can be a suitable practical arrangement imgeoperational
environment, where other risk dimensions need todnsidered.

* Adapting the ERC for a maintenance or ATC orgarogatill involve
changing some of the wording. It is however cruttiak, where the ERC is
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being used to classify flight safety risk, the et axis still refers to real
flight safety accident outcomes and not intermedoattcomes such as ‘Un-
airworthy aircraft’ or ‘Loss of separation’. Whesa ERC type approach is
desired to assess the risk of these “intermediatieomes” this should only be
considered as a subset of the ARMS ERC approach.

Leave the final risk classification decision to Bafety Analyst.

You can propose some guidelines for the most frefgeeses, but highlight
that they are only basic guidance and that thetpAfgalyst has the final say.
After any change in the ERC, make sure that ibrsectly calibrated, i.e.
events that should get a high risk class, actugtyit, and vice versa.

ERC don'ts:

Do not try to give very precise guidance for eaglumn/row. In practice,
such guidance only works correctly with some ofdaé& but not with all of it.
E.g. “emergency” may be a good guidance for maggsaf “minimal”
barrier effectiveness but not for all of them.

By the same token, do not overanalyse the existimgs (e.g. “limited”).
Consider that you have four classes ranging froeny\igh safety margin’ to
‘no margin’ and try to position the event to thasd where you think it best
fits.

A typical error in trying to create guidance foethorizontal axis is to start
referring to “what stopped the accident sequendathvis not the same as the
correct concept of “what was left”.

Do not try to take the thinking and judgment awanf the Safety Analyst.
(S)he is the only one who can assess the everttatistic manner, taking into
account all known factors, the context and the remvnent.

Do not change the ERC risk index values unlesscamujustify the revised
numbers to someone else.

SIRA do's:

The example Excel application is only one way tplement the SIRA. Feel
free to implement it in another way, while respagtihe principle of creating
the result based on the four given factors.

Make sure the SIRA is correctly calibrated, i.sukss which should produce
an “unacceptable risk” result, do produce it, arat tow risk issues do not get
too high a risk rating. It may be a good idea te asecognised reference like
the JAR/FAR-1309 to set the tolerability limits.

In building the SIRA method, define the Safety sas precisely as possible,
so that the assessment becomes as factual aslpesgimimising the
subjectivity.

Make sure the range of the input parameters iscgritly large, covering, for
example, very frequent “triggering events”.

Use flight hours instead of flight sectors when ensuitable and adapt the
method accordingly.

Be clear when the assessment is made for the wipelation and when it is
made only for a part of the operation. For examiple risk level of a Safety
Issue present only at one destination may be “cosgted” by the relatively
low percentage of flights going to that destinatiwhile the risk may well be
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unacceptably high for the flights to that destioatiln such cases, the risk
should be assessed exclusively for the flightfi¢caffected destination.
* Tryto use hard data as inputs to the SIRA whenpussible.

SIRA don'ts:

* Do not try to apply a detailed, quantified SIRAigeues which are
unquantifiable (senior management change) or t@ lémerger with another
airline). In such cases, a simpler, more subjectie¢hod can be used by a
qualified group of people.
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6 Appendices
6.1 The ARMS Mission Statement

The Mission of the ARMS Working Group is to prodwseful and cohesive
Operational Risk Assessment methods for airlinesadher aviation organisations
and to clarify the related Risk Management processe

The produced methods need to match the needs isf am®ss the aviation domain in
terms of integrity of results and simplicity of used thereby effectively support the
important role that Risk Management has in aviaBafety Management Systems.

Through its deliverables, the Working Group alsosat enhancing the commonality
of Risk Management methodologies across organisatiothe aviation industry,
enabling increased sharing and learning.

In its work, the Working Group sought contributidnem aviation safety experts
having knowledge on the user needs and practiggdicagions of risk management in
the operational setting.

The deliverables of the Working Group are methogypldefinitions —and not
software tools.

The results of the Working Group are availablen®whole industry.

6.2 Birth of the ARMS Working Group

The need for a good operational risk assessmeilhtoahétas existed for a long time.
The emergence of Safety Management Systems amdl#éted ICAO Standard
underlined this need.

The initiating kick for ARMS came when Andrew Rd#leen BA, later NATS) and
Jari Nisula (Airbus) met at the “FAA 2006 Confereran Risk Analysis and Safety
Performance in Aviation” in Atlantic City, NJ, wheeboth were speakers. They
shared a common understanding of the problemsnsikhrassessment and agreed to
try to initiate some work towards a better methdier some months of developing
an initial list of objectives and problem statensetite two co-chaired a workshop in
June 2007, hosted at Airbus in Toulouse, France.

ARMS was born as a result of that first workshopere people showed commitment
to work together on this topic. The name ARMS (josgxd by Ivan Sikora, Emirates)

was initially only the name for the virtual workisgace, the NLR-hosted SharePoint
(Airline Risk Management Sharepoint). The groupdgedly became known under the
name ARMS, which was then agreed to stand for @ariRisk Management Solutions.
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6.3 ARMS Working methods

The ARMS development work was a balanced cooperationore than 10 people,
where different parts of the solution got majortciutions from several subgroups
and through valuable individual innovation by diéiet ARMS members.

The following 2-day workshops were held:
Toulouse (hosted by Airbus), Jun-07

Main focus areas: shared understanding of the sssaeping the work, learning
about current practices and proposed solutions.

Amsterdam (hosted by NLR), Mar-08
Main focus area: method for risk assessing ondesengnt.

Lisbon (hosted by TAP), May-08
Main focus areas: managing several risks, orgaarsatcontext of risk management.

Geneva (hosted by easyJet), Sep-08
Main focus areas: refinement of methodology, doauting.

Toulouse (hosted by Airbus), Nov-08
Main focus areas: Finalising development, focusleliverables.

There was significant development work taking plaetveen the workshops. The
following teleconferences were organised:

e 18-Jun-08 teleconference + webex

e 24-Jul-08 teleconference + webex

e 09-Oct-08 teleconference

* 04-Nov-08 teleconference + webex

During workshops, work was done both in sub-groams as one big group.
Workshops were prepared and chaired by Jari Nisulzept the first one where the
role was shared with Andrew Rose.

Year 2009 and the first two months of 2010 weraaidd to two related tasks:
testing the methodology in real life and documentircomprehensively.

Creating this main document, together with a feleotlocuments (e.g. PowerPoint
presentations) was the principal task of this tpagod. They are aimed at providing
a useful set of tools for communicating the methoghp The contents of these
documents were guided and enriched by the reagkferiences of airlines and other
aviation organizations who had started using ththaamlogy. Numerous
teleconferences were organised in 2009 and 20d&¢oss the project and to obtain
collective agreement on the contents of the docteien.
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6.4 ARMS Members

The participants in the first workshop (June 200&je a mix of people who:
» Had practical experience on operational risk agsessat airlines and the
related needs and challenges
e Came to present proposed solutions to some patite dlisk Assessment
challenge, including methods and software tools.

After the first workshop the Working Group startdzl/eloping the new methodology.
The members came mainly from airlines — some frtimeroaviation organisations. In
practice, a core team was formed, which was insgtnial in the work; while some
other people / organisations contributed to sontengxduring the development
period, or remained in communication with the ARBI8up. Initially all interested
people were welcomed to join the group, until thengng group size limited this. A
few new members joined in towards the end of theld@ment, which was a good
time to bring in new eyes and have another reahgck on the deliverables.

ARMS Working Group members and contributors:

Capt. Charles Barbknecht  Air Berlin

Capt. Andreas Beaujean Air Berlin

Harard Hendel Airbus

Jari Nisula Airbus

Jean-Marc Cluzeau Air France Industries (repldmeBranck Danthez)
Tom O’Kane Aviation Safety Consultant (ex-BA)
Dr. Kwok Chan Dragonair

Gavin Staines DHL

Capt. Dave Prior easyJet

Capt. Philippe Pilloud easyJet Switzerland

Ivan Sikora Emirates

Dave Stobie Emirates

Harri Koskinen Finnair

Capt. Mika Pyyhtia Finnair

Capt. Kristjof Tritschler Germanwings

Martin Nijhof KLM

Capt. Ruud Wittebol KLM

Simon Gill
Andrew Rose
Joao Brites
Claudia Cabaco
Gerard van Es
Michel Piers

Filip Denoulet
Jan Peeters

Bob Dodd

Nancy Harmer
Liam Sisk

Marie Ward

Capt. Carlos Nunes
Capt. Martin Fleidl
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Mirce Akademy
NATS (ex-BA)
Netjets
Netjets
NLR
NLR
Privatair

Privatair

Qantas Airways
Shell Aircraft International

SR Technics, Dublin
SR Technics
TAP
Tyrolean Airways
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6.5 Limitations of current methods

As discussed in section 2.2, there are conceptfi@luities in risk assessing
historical events. The first fundamental questiae bas to answer igthichrisk is
assessed. Theoretically, there are four choices:

1.
2.
3.

4.

Whatis the Risk of an accident? (ZERO — thesas no accident)

“Whatwas the Risk that the evemtould have escalated further in an
accident, yesterday, given what had already hagj@ne

“Whatis the Risk thaexactly the samevill happen again and end up in an
accident”?

“Whatis the Risk that aimilar eventwill happen in the future and end up in
an accident”?

Usually, without posing this question consciouslyalysts tend to try to assess risk 4,
i.e. the risk of aimilar event taking place in the future. The problenhé ta similar
event is not at all defined. The only thing that isdé#hatit is not exactly the sarfie
This results in a significant amount of subjectivit the assessment.

This approach led to the following problems:

There was confusion about “severityfiat. Some analysts were rating
based on the severity of thetualoutcome of the event, some on pagential
outcome and some on what is consideretedible outcome This is all very
subjective.

“Likelihood of recurrence oivhat” — confusion. The event will never reoccur
exactly the same, so in fact the question is attmutecurrence afomething
similar, which is extremely subjective. For example, & #vent was a
birdstrike at takeoff from JFK affecting an A320psild one consider the
typical frequency of such events on A320’s onl{sahilar size a/c in the

fleet or all a/c types; should one consider JFK/oall NYC airports or all
airports in the current network; should one considkeoffs only or also
approaches?

Once the risk assessment has been done, eachhegemtisk value, which is
dependent on the likelihood (in practice the fregu of similar events.
Therefore, if the frequency of the event type cleasngheoretically the analyst
should re-assess the past events because théth&elof recurrence” value
should now be updated. If this is done, it intraekia huge workload and an
extra management task. If it is not done, the asdessment is no longer
correct.

When organisations want to have an idea of thé tistg they may want to
sum together the risk values of individual eveRkts. example, they may
follow the trend of the total operational risk ime& or compare the total risk of
birdstrike events to total risk of turbulence egem this case, such
cumulative risk values are not correct becausdikbkhood/frequency has
already been taken in account when the risk foh eaent was assessed. The
result would reflect roughly (severity x likelihopx likelihood, which is
biased too much towards likelihood at the expemhsewerity.

* It is a bit like defining someone’s nationality bgying “she isiot Italian”.
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6.6 Limitations of current methods — example

You learn about an event, which took place yesierda

A single-aisle aircraft with 110 passengers alnoestran the runway end at landing
due to a maintenance error affecting the brakimglbgity. Actual outcome: a few
blown tires.

If you try to apply the classmweverity x likelihoodormula (in line with what has been
explained in section 7.5) you are now faced withftillowing questions:

Severity of what?
» Actual outcome: blown tires?
* Most likely potential accident scenario: overruthasome injuries & major
aircraft damage?
* The worst-case scenario: overrun with 100% faési
» Shall you consider bigger A/C? More passengerstic@lrairports?
* Etc.

Likelihood of what?
e The same maintenance error?
e Near-overrun events?
e Actual overrun events?
* Any A/C type? Any location?
e Etc.

These options illustrate the significant subjetyiaf the older methods, primarily
caused by the ill-defined object of the risk assesH.

6.7 Event-based Risk and the ERC

Event-based risk refers to the risk that was piteisethe experienced event, without
trying to consider all ‘similar’ events. Insteadtofing to risk assess “a similar event
in the future”, it risk assesses thigk that was presenn that one event, that day.

For determining the event-based risk, the guidimgstjon is: “how worrying was the
event as an experience”. When one analyses whasismine events more worrying
than others, one can identify two key dimensions:

 How close did it get to a potential accident?

* How bad would the accident have been?

Refining these questions, the first one becomesidWWas the effectiveness of the
remaining barriers (between this event and the mreslible accident outcome?” and
the second:I'f the event had escalated intoaaoident, what would have been the
most credible outcome?” These two dimensions liegetly with the definition of
risk: The first one with ‘probability’ and the saawbone with ‘severity’. Therefore, the
resulting value is not ‘severity’ but ‘risk’.
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As each risk value now belongs to and dependsanlyne single event, these risk
values can be used to get correct cumulative adlkes by summing the individual
values together. This way, one could get a tos&l value for one airport, one
particular route, one approach, all birdstrike ésem for one particular month, etc.

6.8 Rationale behind the proposed ERC risk index values

The choice of the proposed ERC risk index valuémssed on the following
considerations:

It was agreed that the scale both horizontally\sertically needs to be
exponential. A linear scale would not reflect tleeded difference of “weight”
between the classes.

Looking at the real reported events, the differenfoesk between the least
and most risky event is indeed very significanterBfiore, it was agreed that
the difference in the order of magnitude betweenldwvest and highest index
needs to been in the range of 1 to 1000.

Real accident data was studied and the accidemesalgssified based on
Question 1 of the ERC. It was observed that theticeiship between the
guantified losses in each class was 1:5:25. Thesswgad on the vertical scale.
For symmetry purposes the same relationship wasfos¢he horizontal
scale.

The bottom row is one single block instead of fequares. This is because the
bottom row corresponds to the case ‘paiential damage or injury could
occur” and therefore it does not make sense tmagtithe “effectiveness of
remaining barriers”.

In the first version of the ERC matrix some squa@stained identical risk
index values. It was decided that each square dhave a unique number, so
that the index value would immediately indicatepitsce in the matrix.
Furthermore, from a software perspective, a singlaerical field is now
enough to capture the result of the Event Risk<tfiaation. Therefore,
indices 20, 100 and 500, which appeared in seggrares in the first version,
were adjusted by adding a small increment to ma&mtdifferent. The top
row values were increased by 2 and the second atwes by 1. This
adjustment is so small that its impact on the ERIDes is negligible. The
only purpose is differentiation.
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6.9 The Safety Issue Risk Assessment (SIRA) method

One of the major limitations of the classeverity x likelihoodormula is that it does
not support taking into account the barriers the.Risk Controls). Typically, the
analyst needs to first assess the risk considetngnt barriers (without any specific
way to quantify their effectiveness) and then makether assessment, considering
new additional barriers.

SIRA introduces an improved formula for risk asessst. It has four factors:
* Frequency/probability of the Triggering Event
» Effectiveness of the Avoidance Barriers
» Effectiveness of the Recovery Barriers
e Severity of the accident outcome

The model behind SIRA is presented in figure 7. &the Safety Issue has been
defined, the analyst has to create the applicatdiglant scenario(s). These scenarios
can then be risk assessed using SIRA. Typicale/htghest risk produced by a
scenario becomes the Safety Issue risk value.

SIRA

(MINIMIZE
PREVENT AVOID RECOVER LOSSES)
Mai
aintenance error m\ F 3 AR A \Catastrophic
. F 9 -~ accident (e.g. mid
Flight ops hazard m\ . air collision)

{' |~ \Major accident (e.g.
overrun)

ACCIDENT OUTCOME

RS
\ Minor safety
occurrence (e.g.
Weather hazard m/ L A turbulence bruises)
v %

Negligible
Tepicel

Hazard on ground m\

Triggering EVENT

ATC hazard m/

P 1‘ 'FREQUENCY | {2 EFFECTIVENESS i | 3 EFFECTIVENESS | 4. ACCIDENT :
 OF Triggering EVENT i i OFAVOIDANCE i { OFRECOVERY | il SEVERITY [i
i BARRERS i |  BARRIERS

Figure 7. The model behind the Safety Issue RiseAsment.

The triggering event may be from various originenge examples are given in the
figure). The first factor is an estimate of the esyre to this event. It may often be
expressed in terms of X times /Y flights.
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The Undesirable Operational State (UOS) is defineARMS as:

“The stage in an accident scenario where the sicehas escalated so far that
(excluding providence) the accident can be avoatdy through successfuécovery
measure(s). Risk Controls prior to the UOS are giaftvoidance and post-UOS are
part of Recovery.”

For example, the UOS could be “ending up on asioli course with another
aircraft”. A recovery measure would then be, foamyple, a TCAS alert combined
with the correct pilot (or aircrdf) reaction.

The second and third factors in the SIRA formumestimates about the
effectiveness of the avoidance and recovery barri@nally, the fourth factor is the
severity of the accident outcome, in line with ERC vertical scale.

The values for these four factors can be classgsAeB, C, D) or numerical values.
In effect, the first three factors commonly defthe “mean frequency of the accident
due to this Safety Issue” while the last factoricates the severity of the accident. To
build a proper methodology, it is necessary toaeerhich combinations of
frequency and severity are tolerable. JAR/FAR-1&808rability limits for aircraft
design is one source for such limits.

It is important to remember that SIRA is perfornoetSafety Issuesvhile ERC is
used forevents

6.10 Example cases of risk assessment

6.10.1 Examples of Event Risk Classification (ERC)

It should be kept in mind that at the moment whenERC is performed, the person
making the classification will often have to rebledy on the information in the
report. Sometimes this information is very limitdthis is one of the reasons why the
ERC should not be considered a final refined askessmenbut rather an initial
classificationof events by the estimated risk. The followingrepées also reflect the
reality of having a low quantity of information aladble for the ERC.

While studying these examples, the reader mighalvadys think that the given result
of the assessment is the most appropriate oneeXdmt actual result of the
assessment is not the main point here — the pripuagose is to illustrate the
methodology and the reasoning processes used te tnalassessments. It is quite
normal that different people might not see someghin the same way. Each person
will typically relate to the operation they are d¢e and this alone can create
differences in the results. Moreover, if a moreesevaccident outcome” is chosen it
is usually accompanied by more barriers being acgko prevent it, with the result
ending up at the same “action” colour.

* TCAS with automatic evasive action by the aircitslf has been studied.
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The original report text, which describes the eyveninitalics. The standard step-by-
step advice for carrying out the ERC, which hasledracted from the “ARMS in a
Nutshell” fold-out of chapter 9, is presented inlétis and intalics.

ERC Example 1

Air Safety Report:

TCAS "Climb" RA in uncontrolled airspace on a levdl transit. TC clearance for
low level transit was "Rwy 01, VFR departure, taft back to XX NDB, then
heading 115° for 20 NM, thereafter to YYY, iniéiitude 2300 ft." The crew wished
to join controlled airspace but were offered thepdrture by ATC.

After take-off they were given Radar Service andoD#iction Service. Speed was
180 kt, heading was 105°, about 15 to 20 NM fronNKIB. The crew was constantly
receiving traffic advisories and avoidance headifrgen Radar Service to avoid
traffic. The airspace was full with VFR aircraftéii CAS showed constantly 5 and
more aircraft at a range of 5 NMCrew was highly alerted to monitor and identify
traffic and requested again to join controlled guese.

Although avoidance headings had been given, a TC#&® RA was triggered with
2000ft/min or more. After clear of conflict the wreescended back to 2300ft and
reported back to Radar

Answer Question 1:

e Think how the event could have escalated into ardant outcome (see examples
to the right of the ERC matrix). Typically, the @stion could be due to actions
by the people involved, the way the hazard intedeavith the flight, and barrier
behaviour.

* Do not filter out improbable scenarios. Questiowifl take the (low) probability
into account.

* Among the scenarios with an accident outcome, thieknost credible one, and
select the corresponding row in the matrix.

The resolution manoeuvre was rather aggressiviéjsceasonable to assume a
significant loss of separation. Considering alsdmount of traffic in the vicinity -

of all potential accident scenarios, a mid-airis@h scenario is the most credible
one. This may seem like a very improbable scenhtibin line with the second bullet
above, the “probability” aspect of risk will be &akinto account in the Question 2
below. Here, the important thing is to focus omiifging the accident scenario.
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This leads us to select the top row in the ERC imatr

Question 2
What was the effectiveness of the remaining Question 1
barriers between this event and the most If this event had escalated into an
credible accident scenario? accident outcome, what would have
Effective Limited Minimal  Not effective | |been the most credible outcome? Typical accident scenarios

Loss of control, mid air collision,
50 102 Catastrophic | Loss of aircraft or multiple uncontrollable fire on board, explosions,
Accident fatalities (3 or more) total structural failure of the aircraft,
callisi ] :
1 or 2 fatalities, multiple High speed taxiway collision, major
10 21 Major Accident|  serious injuries, major gh speec taxiway »maj
. turbulence injuries
damage to the aircraft
2 4 Minor Injuries |Minor injuries, minor damage| |Pushback accident, minor weather
or damage to aircraft damage

Any event which could not escalate into
No accident No potential damage or an accident, even if it may have

outcome injury could occur operational consequences (e.g. diversion,
delay, individual sickness)

Answer Question 2:

* To assess the remaining safety margin, considdr that number and robustness
of the remaining barriers between this event aredabcident scenario identified
in Question 1.

» Barriers, which already failed are ignored

» Select the column of choice. See section 4.2 tailelé guidance.

The chosen accident scenario is a mid-air collisidnis second question now has to
be answered in relation to that scenario. The d&atiiat stopped the escalation was
the TCAS. Visual detection of the other aircraftulebhave been another potential
barrier and a warning from ATC a third one. Whatis combined effectiveness of
these remaining barriers?

TCAS is generally effective, but it requires that system is operative on at least one
aircraft. It is not uncommon that VFR traffic opeEswithout a transponder,

rendering the TCAS system useless. Similarly, AT&apability to detect the VFR
traffic and warn about it could be severely compesd. Visual detection and
avoidance of other (small) aircraft is unreliallaerefore, the remaining barriers are
considered of Minimal effectiveness.

Question 2
What was the effectiveness of the remaining Question 1
barriers between this event and the most If this event had escalated into an

credible accident scenarjg?.

Effective Limited

accident outcome, what would have
Not effective| |been the most credible outcome?

Typical accident scenarios

Loss of control, mid air collision,
50 102 Catastrophic | Loss of aircraft or multiple uncontrollable fire on board, explosions,
Accident fatalities (3 or more) total structural failure of the aircraft,
callisi . b
1 or 2 fatalities, multiple High speed taxiway collision, major
10 21 Major Accident|  serious injuries, major gh speec taxiway »maj
. turbulence injuries
damage to the aircraft
Minor Injuries |Minor injuries, minor damage| |Pushback accident, minor weather
2 4 20 100 .
or damage to aircraft damage
Any event which could not escalate into
] No accident No potential damage or an accident, even if it may have
outcome injury could occur operational consequences (e.g. diversion,
delay, individual sickness)
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This results in the square with a risk index of &2 colour red:
Typically, this would mean stopping the operatiorihie zone(s) where the event took
place, until there are guarantees there is go@bre® believe the risk level has

decreased significantly. An (internal) investigatend a refined risk assessment
would normally be carried out.

ERC Example 2

Air Safety Report:
Flaps failed to retract after landing in moderatm. “FCTL flaps locked” message.

Answer Question 1:

e Think how the event could have escalated into ardant outcome (see examples
to the right of the ERC matrix). Typically, the @stion could be due to actions
by the people involved, the way the hazard intedavith the flight, and barrier
behaviour.

The event is a simple failure aff@nding. The resulting situation may be a nuisance
but does not have an impact on the sabétiye flight. Therefore, we are in the case
“No potential damage or injury could occur”. Thekrindex is 1and also Question 2
no longer applies.

Question 2
What was the effectiveness of the remaining Question 1
barriers between this event and the most If this event had escalated into an
credible accident scenario? accident outcome, what would have
Effective Limited Minimal  Not effective| [been the most credible outcome? Typical accident scenarios
Loss of control, mid air collision,
50 102 Catastrophic | Loss of aircraft or multiple uncontrollable fire on board, explosions,
Accident fatalities (3 or more) total structural failure of the aircraft,
collision with terrain
1 or 2 fatalities, multiple i ) - :
. . . A . High speed taxiway collision, major
10 21 Major Accident] serious injuries, major L
. turbulence injuries
damage to the aircraft
2 2 Minor Injuries |Minor injuries, minor damage| |Pushback accident, minor weather
or damage to aircraft damage
Any event which could not escalate into
1 No accident No potential damage or an accident, even if it may have
outcome injury could occur operational consequences (e.qg. diversion,
delay, individual sickness)

ERC Example 3

Air Safety Report:

During cruise, ECAM caution 'Green Sys Hyd Lo Prdstiowed by low quantity.
Pan declared, continued to XXX. Procedures caraetlin accordance with
ECAM\QRH. Comms with ATC, Company, Fire Services.

Held at YYY to complete procedures + briefing. 1/& fimal, FMS gear extension.
Full fire/emergency cover. Airport XXX seemed atlyi reluctant to accept us.
However, after explanation of need for long runvtagy agreed.
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Answer Question 1.:

e Think how the event could have escalated into ardant outcome (see examples
to the right of the ERC matrix). Typically, the @stion could be due to actions
by the people involved, the way the hazard intedeavith the flight, and barrier
behaviour.

The factors that could have made this event escalatmainly related to the crew’s

capacity to handle the situation. It would be ndrthat different airlines would come
to different conclusions about whether a scenaiib an accident outcome could be
associated with this failure. Such differences wde due to the level of confidence
in the current pilot training, in their skill ana@erience, and to some extent due to

individual subjectivity of the analyst.

In this event, the failure could be consideredfteca the flight in two ways: directly
due to degraded aircraft performance (2 out ofrdsttreversers inop, some spoilers
inop) and indirectly due to extra workload and gimeisual situation.

Let’s imagine that the analyst has good confidendke flight crews. Considering

the context (day time, airport with long runwayg.gtit is reasonable to conclude that
the consequences of the failure alter the normattadjopn very little. Therefore, the
analyst selects risk index 1 (bottom row) and &sestion 2 no longer applies.

Question 2
What was the effectiveness of the remaining Question 1
barriers between this event and the most If this event had escalated into an
credible accident scenario? accident outcome, what would have
Effective Limited Minimal  Not effective| [been the most credible outcome? Typical accident scenarios
Loss of control, mid air collision,
50 102 Catastrophic | Loss of aircraft or multiple uncontrollable fire on board, explosions,
Accident fatalities (3 or more) total structural failure of the aircraft,
collision with terrain
1 or 2 fatalities, multiple ) I - .
. . 5 L . High speed taxiway collision, major
10 21 Major Accident] serious injuries, major A
. turbulence injuries
damage to the aircraft
2 2 Minor Injuries | Minor injuries, minor damage| |Pushback accident, minor weather
or damage to aircraft damage
Any event which could not escalate into
1 No accident No potential damage or an accident, even if it may have
outcome injury could occur operational consequences (e.g. diversion,
delay, individual sickness)

ERC Example4

Air Safety Report:

Encounter with a kite during ILS approach.

When passing 1800 ft on the ILS approach for run®&ythe aircraft's path was
crossed by a kite, at an estimated distance ofl5btmeters. Tower was informed of
the event. The aircraft is a Business Jet withatmrccrew. No other aircraft reported
having seen the kite.
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Answer Question 1:

* Think how the event could have escalated into @aidant outcome (see examples
to the right of the ERC matrix). Typically, the @stion could be due to actions
by the people involved, the way the hazard intedavith the flight, and barrier
behaviour.

The first judgment is about whether any scenagasdihg to an accident outcome can
be imagined (including improbable ones). Here thayst must keep in mind that the
Accident Outcome may be an actual accident (a$d?&D) or a “minor accident”,
involving only minor injuries or damages.

We can consider that the hazard itself (the kitel@ have hit the aircraft, and we can
consider possible crew reactions to the situafitrerefore, at least three scenarios
could be imagined (even if all three are more ss ienprobable):
1. Flight Crew makes abrupt manoeuvres trying widithe kite and this
leads to minor injuries in the cabin.
2. The kite hits the aircraft (e.g. engines) anasea a Loss Of Control
(LOC) accident.
3. The kite hits the aircraft and the consequedcssact the Flight Crew to
the extent that the landing is not fully under cohtleading to a very hard
or a crash landing, with damages and/or injuries.

The important point here is that these scenariesar neglected because they seem

too improbable:

* Do not filter out improbable scenarios. Questiowill take the (low) probability
into account.

The ERC consists of two questions, the first orlg daals with the potential
consequences and the second one addresses thhilgrobg considering the
remaining barriers. These two steps should notikedh

* Among the scenarios with an accident outcome, thieknost credible, and select
the corresponding row in the matrix.

Picking the most credible of the listed scenarsoa subjective judgment. When the
different scenarios are differences of magnitudhefsame accident type, it is
usually relatively easy to pick “the most credibéetident outcome. For example, it
Is usually not so difficult to decide between ahhgpeed overrun (--> catastrophic)
and a low-speed overrun (--> major).

Here, however, there are three quite differentades. Let’'s imagine that the analyst
considers both the first and second scenario deedilherefore, she will classify both
with the ERC. The result will be the highest of tive risk indices.

The first scenario would lead to minor injuries amolld therefore correspond to the
second row from the bottom in the ERC matrix (“minguries or damage”). The
most credible accident outcome of the second site(iadC) would be a
“Catastrophic Accident” (top row in matrix).

Answer Question 2:
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e To assess the remaining safety margin, considér that number and robustness
of the remaining barriers between this event areabcident scenario identified
in Question 1.

« Barriers, which already failed are ignored

In the first scenario, the injuries would be caubgdhe sudden avoidance manoeuvre
of the flight crew. Such a manoeuvre is fully plidlesin the given context. Are there
any barriers in place to protect the occupantadhsa manoeuvre is used? Most
importantly, the passengers should have theirlssdts fastened. There should be no
dangerous loose objects in the cabin. However, rexqpee from this operation

(without cabin crew) shows that these primary ded¢srfail routinely. Therefore, the
safety analyst considers the effectiveness of thag@ers “minimal’

Question 2

\What was the effectiveness of the remaining Question 1

barriers between this event and the most If this event had escalated into an

credible accident scenarig2 accident outcome, what would have
ive| |been the most credible outcome?

Catastrophic | Loss of aircraft or multiple | |un
Accident fatalities (3 or more)

Major Acciden High speedtaxl\g:y colision, major

turbulence injuri

Minor Injuries | Minor injuries, minor damage| |Pushbac
or damage to aircraft damag

ident, minor weather

No accident |  No potential damage or
outcome injury could ocour

Scenario 1.

In the second (LOC) scenario, there is more sahetygin:

» Technical barriers: it would be unlikely that thgekcould eliminate vital
redundant systems, like both engines, to the pbattthey would be
completely lost.

« If the kite caused limited damage to the fuselagi® some aircraft systems,
the aircraft should still remain flyable.

» Potential increased workload / reduced availabdit§light instruments would
be less critical due to the 2-man cockpit.

Based on this reasoning, the safety analyst corssillat the barrier effectiveness was
“effective”

Question 2
\What was the effectiveness of the remaining Question 1
barriers between this event and the most If this event had escalated into an
lent scenario? accident outcome, what would have
Effective Limited Minimal _Not effective | [been the most credible outcome?

Catastrophic | Loss of aircraft or multiple

& Accident fatalities (3 or more)

1 or 2 fatalities, multiple
s

10 21 Major Accident

2 4

n No accident | No potential damage or
outcome injury could occur

Scenario 2.

The results are:
e Scenario 1: YELLOW, risk index 20
e Scenario 2: YELLOW, risk index 50
The higher of the two (50) will be taken as thebglloresult:
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Question 2
What was the effectiveness of the remaining Question 1
barriers between this event and the most If this event had escalated into an
sweredible accident scenario? accident outcome, what would have
Effective Limited Minimal  Not effective| |been the most credible outcome? Typical accident scenarios
—_—
Loss of control, mid air collision,
50 102 Catastrophic | Loss of aircraft or multiple uncontrollable fire on board, explosions,
Accident fatalities (3 or more) total structural failure of the aircraft,
collisi ) :
1 or 2 fatalities, multiple High d taxi lisi .
10 21 Major Accident serious injuries, major Igh speec taxiway collision, major
. turbulence injuries
damage to the aircraft
Py 4 Minor Injuries [Minor injuries, minor damage| |Pushback accident, minor weather
or damage to aircraft damage
Any event which could not escalate into
1 No accident No potential damage or an accident, even if it may have
outcome injury could occur operational consequences (e.g. diversion,
delay, individual sickness)

It can be seen, that the main result (= the colfmrpoth scenarios is the same.
Therefore the urgency and way to action the iterald/be the same. This is typical,
when two scenarios are built from the same evarthh@more severe outcomes tend
to be “behind” more barriers. It should not be wsadave to entertain more than one
accident scenario for each event in ERC though.

ERC Example 5

Air Safety Report:

Airprox reported by pilot of commercial aircraft @pproach to AAA airport
following visual sighting of microlight aircraft gaing within 1 mile of final approach
path, no avoiding action necessary. The aircrafswa an ILS approach although
good visibility existed. The microlight did notieddly show on the controller’s radar
screen.

Answer Question 1:

The reason aircraft are separated is to avoidlsiool between them and hence the
potentialaccident outcome in this case is a catastropluiciect. Although it could be
argued that a microlight collision may not causeltss of the commercial aircraft, it
is considered that the most likely outcome of disioh would be catastrophic and
hence the top line is selected.

Answer Question 2:

The microlight was not spotted on the radar so A&@iers were ineffective in this
case and need not be considered. The microliglgaapmot to have been operating a
transponder so any ground based or aircraft basliési@n avoidance barriers were
also ineffective.

In this case the aircraft did not collide becatmenicrolight was not actually
crossing the track of the commercial aircraft addigonally the commercial pilot
visually acquired the microlight due to good vistiiand effective look out. Both
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these barriers acted to avoid the collision buir teiéectivenessieeds to be fully
considered.

As the commercial aircraft was flying an ILS appioainder ATC control in

controlled airspace, combined with the difficulsyspotting a small aircraft such as a
microlight, it would not be considered that visaafjuisition by the commercial pilot

is a reliable barrier to avoid a collision. Furtimare it has to be noted that visual
conditions were not a requirement for this approédchdetails from the microlight

pilot are not available it is difficult to asseke treliability of this trajectory as a

barrier to collision. It does however have to beedahat the pilot had already strayed
well into controlled airspace so it would not beeasonable to suggest that the ability
of the microlight pilot to avoid a collision may toe high.

Therefore, between the real-life situation anddtwesidered scenario, there were at
best ‘minimal’ barriers, but it is most likely thae would consider that there were no
effective barriers. This corresponds the rightnoasimn (“not effective”):

Question 2

What was the effectiveness of the remaining Question 1

barriers between this event and the most

credible accident scenario?
Not effective)

If this event had escalated into an
accident outcome, what would have
been the most credible outcome?

Minimal

Effective Limited Typical accident scenarios

Loss of control, mid air collision,
uncontrollable fire on board, explosions,
total structural failure of the aircraft,
collisi ] -

Catastrophic
Accident

Loss of aircraft or multiple

o0 oz fatalities (3 or more)

1 or 2 fatalities, multiple

. A . High speed taxiway collision, major
serious injuries, major

10 21

101

Major Accident

20 100

damage to the aircraft

turbulence injuries

Minor Injuries
or damage

Minor injuries, minor damage
to aircraft

Pushback accident, minor weather
damage

No accident
outcome

No potential damage or
injury could occur

Any event which could not escalate into
an accident, even if it may have
operational consequences (e.qg. diversion,

delay, individual sickness)

The resulting colour is red and the risk index58@ Typically, the red status would
suggest that immediate action should be takendioceethe risk associated with this
event — or if imminent improvement is not possiltihesn the risky part of operation
needs to be suspended.

ERC Example 6

Air Safety Report:

The condition of runway/taxiway markings and lighask of vertical signage and
frequent failures of the ground radar make the gmboperation at airport XXX very
hazardous.

The report describes Hazar@s latent conditions) at a particular airport arod

really an Event where something would have happénle it is possible to run this
through the ERC, it is often more appropriate t® 8RA for such cases. This
example is treated as SIRA example 3.
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ERC Example?

Maintenance Safety Report:
Aircraft taxied back to departure gate after maimdaace. Mechanic getting out of
cockpit after taxi realised the cockpit door wasngbetely missing.

Answer Question 1:

Typically, in these kind of situations, the evestids to get a high risk ratimhgcally

in the maintenance organisation because admimahathe aircraft was not
airworthy due to an unfinished maintenance tas#,dare to the high embarrassment
effect of something so visible being missed.

However, from thd-light Safetypoint of view, the missing door does not introdace
risk. First and foremost, that fact that the deomissingwvould certainly be noticed
by Flight / Cabin Crevbefore the flighteven if the mechanic had missed it.
Secondly, the door does not carry a véi@letyfunction (whereas it does have a
securityfunction). Therefore, the ERC classification wohkgthe following:

Question 2
What was the effectiveness of the remaining Question 1
barriers between this event and the most If this event had escalated into an
credible accident scenario? accident outcome, what would have
Effective Limited Minimal  Not effective | [been the most credible outcome? Typical accident scenarios
Loss of control, mid air collision,
50 102 Catastrophic | Loss of aircraft or multiple uncontrollable fire on board, explosions,
Accident fatalities (3 or more) total structural failure of the aircraft,
collision with terrain
1 or 2 fatalities, multiple . . . .
10 21 Major Accident] serious injuries, major High speed taxiway collision, major
' turbulence injuries
damage to the aircraft
> 4 Minor Injuries [Minor injuries, minor damage| |Pushback accident, minor weather
or damage to aircraft damage
Any event which could not escalate into
1 No accident No potential damage or an accident, even if it may have
outcome injury could occur operational consequences (e.g. diversion,
delay, individual sickness)

This example highlights the importance of relatioghe actual Flight Safety risk, and
not to the local Maintenance Organisation impaciwklver, the latter may be an
important additional local consideration from theality perspective, and get a high
importance rating therein.
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6.10.2 Examples of Safety Issue Risk Assessment (SIRA)

The examples presented here have been Risk Assesiagdhe SIRA Excel tool.
The Excel files contain the full assessment, wthiketext below gives more
explanations on the why’s and how’s of the assestme

SIRA Example 1:

Electrical power anomalies on a large transportaatft flight from AAA to BBB
required the crew to select the battery bus, wisai provide power for a limited
period of up to 90 minutes. The crew elected tdinae to BBB. One hour and 40
minutes later the battery power was depleted aeg thst their remaining cockpit
systems. They then decided to divert to CCC antkda a rest off the runway due to
no thrust reversers and poor braking. There wearyenjuries to crew or passengers.
Investigation revealed that the failure of a re(&{YZ") caused a “standby bus off”
light to illuminate and that the main battery chargvas not receiving power.

Step 1: Define the Safety Issue precisely

The Safety Issue is the total loss of electricalg@odue to the failure of the relay
XYZ on aircraft type C, time period of study beiting next 12 months.

Step 2: Develop the related accident scenarios.

The accident scenario is total loss of the airata# to the loss of cockpit systems,
reduced/no braking capability etc.

Step 3: Analyse the Scenario using the SIRA model:

The triggering event is the failure of the relapeTprobability of this happening can
be calculated using technical reports and is retbtilow. The Undesirable
Operational State (UOS) in this case is flying withor “battery only” aircraft power.
The barriers to prevent this occurring are the iplelredundant aircraft electrical
power systems, which together form the “avoidarareiérs”. Their combined
reliability will give the value for the second facs of SIRA.

Once the UOS exists then the recoverability wilidmation of failed systems to
recover electrical power and perhaps starting th&) Ao create another source of
generated electrical power. If these efforts dosuatceed the next step is to land at
the nearest airport whilst battery power is sttthidable. These give the value to the
third factor in SIRA. In this particular case threw continued to fly until the battery
power was exhausted.
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Step 4: Determine/estimate the values for the factors of SIRA.

For example:

» The triggering event is the failure of the relay drom technical reports this is
calculated to be relatively low - T@about every 10,000 flight sectors)

* The Undesirable Operational State is flying withandbattery only” aircraft
power and the barriers to prevent this occurrirggthe multiple redundant
aircraft electrical power systems. These are edéichto fail approximately
once per 100 times - F0

* Recoverability from the UOS will be isolation ofléd systems to recover
electrical power and perhaps starting the APUadinfy that landing at the
nearest airport whilst battery power is still aghle. This is estimated to be
unreliable about once per 10 times 10

« The accident outcome is deemed to be “Catastrophic”

With these figures the result is “Secure”. This htigpmean a reassessment of the
procedures in the QRH, reassessment of crew tgpamd emphasising the
requirement for an immediate diversion if flying standby power.

SIRA Example 2:

An incident happening to another company motivetesVIRO “MyMx"to study the
Safety Issue of cross-connecting the flight costielft-right or push-pull). MyMx has
no idea how improbabe it is that such a maintenasrcer could take place.

Step 1: Define the Safety Issue precisely

The Safety Issue is an accident (at takeoff) dumdes-connected flight controls of
the Pilot Flying (PF). MyMx currently is maintairgronly Airbus fly-by-wire aircraft,
so these will be the a/c types under study.

SAFETY ISSUE RISK ASSESSMENT (SIRA) TOOL

Safety Issue title: Accident (at takeoff) due to cross-connected flight controls of the Pilot Flying (PF).

[N

IN)

Define/scope the SI:

Description of Hazard(s)[Maintenance error where flight control wires are cross-connected on one or both sides.

Description of Scenario|[The accident scenario is total loss of the aircraft due to handling problems after lift-off (Loss Of Control, LOC).

AJ/C types|Airbus fly-by-wire

Locations|At MRO homebase airport

Time period under study|Next 12 months.

Other

Extract from the SIRA excel tool (defining the Salfesue).

Step 2: Develop the related accident scenarios.
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The accident scenario is total loss of the airata#t to handling problems after lift-off
(Loss Of Control, LOC).

Step 3: Analyse the Scenario using the SIRA model:

* The triggering Event is the maintenance error ogsfconnecting the wires on
one or both sides (capt/first officer). This mustalve cross connecting both
the command and monitoring channels, otherwiseiticeaft itself would
detect the problem.

* The Undesirable Operational State can be definéthkisg off with an
aircraft with the above maintenance error”. (nbi the UOS always takes
place within the Flight Operation)

* The accident is LOC at takeoff.

* With the above definitions, the Avoidance barrians: any actions post-
maintenance that would enable either the MyMx erdperating flight crew
to detect the problem before (or latest during)tékeoff roll.

« The recovery barriers are flight crew actions emgph safe flight despite the
aircraft taking off with cross connected controls.

w

Analysis of potential Accident Scenario

3.1 Triggering event 3.2 Undesirable Operational State 3.3 Accident Outcome
Maintenance error where Taking off with an

both command and aircraft with the Loss of control at takeoff after
monitoring channels are above maintenance liftoff.

cross-connected. error

Maintenance error ! l

\Catastrophic
accident (e.g. mid
air collision)

Major accident (e.g.
overrun)

ACCIDENT OUTCOME

Minor safety
occurrence (e.g.

Weather hazard m turbulence bruises)

Teghnical [Hf]

Describe the barriers

MNegligible

~

4.1 To avoid the UOS 4.2 To recover before the Accident

The maintenance team is
supposed to make an operational
check after the maintenance task.
This barrier could fail either
because the check is omitted or
not done carefully enough (“it
moves” is not enough, the direction
needs to be correct). Estimated
conservative failure rate is: 1/100
times. During taxi-out, the pilots
make a flight controls check. This
may fail for the same reasons as
for the maintenance team. The
estimated failure rate is the same
1/100.

- The Recovery Barrier consists of
two things: either only one side is
affected and by luck the Pilot Not
Flying (PNF) side; or the PF
manages to control the aircraft
despite the cross-connection. This is
deemed very difficult and subject to
\wind effects just after lift-off.

Extract from the SIRA excel tool (analysing thenac®).
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Step 4: Determine/estimate the values for the factors of SIRA.

» Triggering event: There is no information on hoedguent or rare such a
maintenance error could be. It has never takerepta®yMx in its 8 years of
existence. Therefore, this SIRA risk assessmerdrised out “backwards”,
leaving this value initially open.

* Avoidance barriers: the maintenance team is supltoseake an operational
check after the maintenance task. This barriercctail either because the check
is omitted or not done carefully enough (“it moveshot enough, the direction
needs to be correct). Estimated conservative &aiaite is: 1/100 times. During
taxi-out, the pilots make a flight controls che€kis may fail for the same
reasons as for the maintenance team. The estirfaliee rate is the same 1/100.
For both to fail, we get an Avoidance Barriersueal rate of: 1/10,000 times.

» The Recovery Barrier consists of two things: eithrly one side is affected and
by luck the Pilot Not Flying (PNF) side; or the Rfanages to control the aircraft
despite the cross-connection. This is deemed v#frgudt and subject to wind
effects just after lift-off. Therefore, it is codgrred that a conservative “fails
practically always” barrier effectiveness level mis used.

* A Loss of Control at takeoff is considered a Catgstic accident.

As the Triggering Event frequency is unknown, wekmMsackwards by targeting a
resulting risk class, which is “secure” or betty.fixing the barrier values and the
accident type and varying the Triggering Event fieapy, it can be seen that the
maximum allowable frequency is: “every 100,000 sex’t

5 |Risk Assessment

The barriers will fail in
RECOVERING the situation before

The estimated frequency of | . o iers will fail in AVOIDING

the triggering event (per
flight sectors) is:

the UOS...

the ACCIDENT...

The accident severity would be...

About every 100000 sectors

Once in 10 000 times

Practically always

Catastrophic

1.E-05

1.E-04

1.E+00

UOS frequency: Mean Accident frequency:

1.E-09 1.E-09

6 |Result

Secure

6.1 Resulting risk class

Comments on actions:

Extract from the SIRA excel tool (calculating tesult).

In this case, the frequency has to be interpredgdry 100,000 times that the
sidestick wiring is re-installed”. This gives theR® an idea of how effective their
work procedures must be so that they can be contfities error frequency is never
reached. It should be noted that the MRO will al®ok on making their part of the
Avoidance Barriers more robust, allowing the secaatbor to improve.

This example illustrates how the non-flying aviatimrganisations can and should
refer their risk assessments to the accident tgklimce in the flight operation. This is
easier if there is a good cooperation between tROMNd the safety teams within
their client operators, allowing a mutual sharing éearning process.
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SIRA Example 3 (from ERC example 6):

Air Safety Report: The condition of runway/taxiwagrkings and lights, lack of
vertical signage and frequent failures of the grdwadar make the ground operation
at airport XXX very hazardous.

The report describes Hazar@s latent conditions) at a particular airport arod
really an Event where something would have happenile it is possible to run this
through the ERC, it is often more appropriate t® 8RA for such cases.

Step 1: Define the Safety Issue precisely

The Safety Issue is the poor visual guidance duarng at airport XXX, combined
with frequent failures of the ground radar. Thediperiod is the next 12 months and
the aircraft type considered is the only one typihat this operator flies to this
destination.

Step 2: Develop the related accident scenarios.

The accident scenario under consideration is angteollision (with another aircraft
or vehicle due to one getting to the wrong platé)s is a viable scenario during Low
Visibility conditions.

Step 3: Analyse the Scenario using the SIRA model:

» Triggering event: The frequency of flights to/frahs destination. (see note
below).

e As is common, the UOS could be chosen in variofisrént ways. It could be
defined as “getting lost at XXX during low visiliificonditions due to above
hazards” or asGetting on a (ground) collision course at XXX dgriow
visibility conditions due to above hazatdExperience shows that it is better to
pick an UOS which is already very close to the @eat, as this will make sure the
“recovery barriers” are really recovepgrriers. In this case, the latter UOS choice
(in italics) is selected.

* The Accident would be a ground collision, which t@nconsidered catastrophic,
as typically more than 3 lives could be lost.

* The Avoidance Barriers includes everything thetpilwave to help them navigate
on the ground correctly at XXX: terminal charts,vimy maps provided by the
aircraft, etc. Let’s assume that in the aircrafftetyr, the only available support is
the classic terminal area map.

* The Recovery Batrriers include everything that coekblve the collision course
situation without a collision. The main barrierswabbe the flight crew itself and
the controllers (ground, tower) who could potetyidietect the conflict and
take/request avoidance action. The time windowvitigr after the UOS is limited
typically to less than a minute.
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Step 4: Determine/estimate the values for the factors of SIRA.

Triggering Event frequency: Let us initially usethriggering Event value
corresponding to the frequency of flights to thestihation. That would be 1 in
10000 sectors. See note below for later elaboration

Avoidance: Getting on a collision course requiresvLVisibility conditions,
getting lost (due to bad markings) and the preseheaother a/c or vehicle in the
area where the plane gets lost. Statistically, \@ibility conditions are present at
this airport 4% of the time. Getting lost in sudnditions is estimated to happen
1/1000 times. The presence of other a/c or vehislesnstant. This gives a rate of
4/100,000 times.

Recovery: Successful recovery within the short timmedow is very unsure. We
will use the “fails practically always” level.

The collision accident would be catastrophic.

(5}

Risk Assessment

The estimated frequency of
the triggering event (per
flight sectors) is:

The barriers will fail in AVOIDING
the UOS...

The barriers will fail in
RECOVERING the situation before
the ACCIDENT...

The accident severity would be...

About every 10000 sectors

Once in 100 000 times

Practically always

Catastrophic

1.E-04

1.E-05

1.E+00

UOS frequency:

Mean Accident frequency:

1.E-09

1.E-09

=)

Result

6.1 Resulting risk class

Secure

Comments on actions:

Extract from the SIRA excel tool (calculating tlesulting risk level).

The result “secure” would indicate that the riskdleas such is acceptable. However,
this was assessed in the context of the whole tperaf the airline, influenced by

the fact that flights to this destination are veage (1/10,000 sectors). If the

assessment was done exclusively for the flightdaif XXX, the result would be the

following:

5}

Risk Assessment

The estimated frequency of
the triggering event (per
flight sectors) is:

The barriers will fail in AVOIDING
the UOS...

The barriers will fail in
RECOVERING the situation before
the ACCIDENT...

The accident severity would be...

Virtually every flight

Once in 100 000 times

Practically always

Catastrophic

1.E+00

1.E-05

1.E+00

UOS frequency:

Mean Accident frequency:

1.E-05

1.E-05

o

Result

6.1 Resulting risk class

Comments on actions:

_

Extract from the SIRA excel tool (XXX operationy@nl
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This shows that the risk is acceptable thankseaddtv frequency of flights to XXX,
but thaton every single flight to/from XXX, the risk leielinacceptably high
Ironically, the more the airline flies to other tieations, the more acceptable this risk
becomes, even if the actual risk of “ground cadlisin XXX” is not affected by the
flights to other destinations! (and even if theataperational risk increases with
increasing traffic).

Therefore, it is reasonable to say that this Sd&stye should be assessed exclusively
for the flights to/from XXX. It does not make serthat an airline keeps in its route
network a destination that induces an unacceptagly operational risk.

NOTE: It is important to realise when the risk asseent should be limited to only
the part of the operation concerned, i.e. to agbesdocal” risk instead of the
“global” risk. Otherwise, unacceptably-high-risleeglents within the operation may
be maintained with the excuse that exposure teethtemments within the global
operation is very limited.

Page 60 of 67
v 4.1 — March 2010



Methodology for Operational Risk Assessment
ARMS Working Group, 2007-2010

6.10.3 Examples of Safety Assessments (Management of
Change)

Safety Assessment Example 1:

Procedures for the connection of ground power ateival on stand.

The current practice is to start the APU after lamgland subsequently shutdown both
engines before the Ground Power Unit (GPU) is cater This is perceived as a
normal, conventional, safe operation. The proposkdnge is to keep number 2
engine running until the GPU is connected. This ilaeduce APU cycles and save
fuel.

The Safety Issue is the risk of ingesting persomine approach the aircraft
into the operating engine.

Triggering event: arrival of aircraft with this medure in effect.- every
flight)

UOS: an operating engine with ground personneliwitie danger zone of
ingestion.

Accident outcome: Person ingested into engineljfata Major.

Avoidance barriers: Procedures to keep all perdaaway from aircraft until
the GPU has been plugged and the engines haveshae&lown. The revised
procedure would have both personnel and equipnpgrbaching the aircraft
to plug in the GPU.® estimated to fail 1/1000 times)

Recovery barriers. Barriers that would keep pewagie went to the aircraft
despite the running engine, away from the engimgelazone. Depends on
location of engines, ingestion size of danger zete,If somebody
accidentally goes to the aircraft, he might redlie the engine is running, or
simply not need to go close to the engine, butetigeno actual protection in
place & estimated to fail 1/1000 times).

SIRA result (using the excel tool): “IMPROVE” (ris&o high).=> This
means the proposed change is beyond the accefgabl®f risk and cannot
be implemented unless new avoidance or recovenebacan be created.
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6.10.4 Examples covering the whole Risk Assessment
process

The complete ARMS risk assessment and managenmdgy is explained in
schematic form in the “ARMS in a Nutshell” Quick iReence Guide (Section 9). The
following examples should be considered in conjmcivith that pullout sheet.

Example 1:

Consider the ERC example one (TCAS). The red reseiétns several things:
* Typically, immediate risk reduction must be possibt flying to such areas
must be suspended.
» Even one single event with a red ERC rating becari&@afety Issue” of its
own. It has to be judged whether the SI will coosly the particular zone
where the event took place or also other/all sinateas.

As single event, the event contributes to ERCdtesi As a Safety Issue, it will now
be assessed using the SIRAe SIRA assessment must then be repeated fnoentdi
time to make sure the risk level becomes/remaiosgsable.

Example 2:

Consider the ERC example 4 (kite). The yellow resgically leads to further
investigation and/or more detailed risk assessmggdin, as a single event, the event
is in the_databaseith all other events and contributes to all stats and trend
analyses. But in addition to that, an investigat®now launched to understand more
in detail what happened and why.

The investigation findings may typically lead tekireduction actiondf the case
cannot be considered a one-off, then a Safety \ssudd be opened to cover the
iIssues. It could be scoped “kite encounters whendlto airport X” or “kite
encounters” or “kite encounters in country Y”, €fbe Safety Issue would then have
its own risk assessment, and resulting risk valaang SIRA. It could well be that the
SIRA shows the full catastrophe potential of thée8alssue, which so far
materialised only in the form of events with mimemo consequence. In other words,
the fact that the few related events ended wetlpiguarantee that the observed issue
Is not “very high risk”.
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7 Glossary

Accident
An unintended event that causes death, injury,renmental or material damage.

Accident (ICAO, Annex 13):
An occurrence associated with the operation ofi@madt which takes place between
the time any person boards the aircraft with thention of flight until such time as

all such persons have disembarked, in which:

a) a person is fatally or seriously injured as a ltesfu

- being in the aircraft, or

- direct contact with any part of the aircraft,limting parts which have become detached from the
aircraft, or

- direct exposure to jet blast,

except when the injuries are from natural causssirdlicted or inflicted by other persons, or whe
the injuries are to stowaways hiding outside tlemamormally available to the passengers and aew:
b) the aircraft sustains damage or structural faiuneh:

- adversely affects the structural strength, penorce or flight characteristics of the aircraftd an

- would normally require major repair or replacemeithe affected component,

except for engine failure or damage. when the denmtimited to the engine, its cowlings or
accessories: or for damage limited to propelleisguvips, antennas, tires, brakes, fairings, saatits
or puncture holes in the aircraft skin: or

¢) the aircraft is missing or is completely inaccbkesi

Accident Outcome

An outcome that involves actual physical harm ondge. It includes outcomes that
do not meet the ICAO annex 13 definition of an ideat’, but still involve actual
physical harm or damage.

Accident Scenario
The imagined progression from the actual outcomh&RC) or the triggering
event/hazard release (in SIRA) to the accidentam&

One Safety Issue (or sub-issue) may relate to akaecident scenarios. For example,
the Safety Issue “demanding approach to airpontnd¥y contain two scenarios, one
leading to CFIT and another to a very hard (crésiding. Usually a Safety Issue
cannot be directly risk assessed, but the relataid&nt Scenarios can.

Event Risk Classification (ERC)
The initial risk classification of operational sgfevents, using the ERC matrix.

Hazard:

Condition, object or activity with the potential cdusing injuries to personnel,
damage to equipment or structures, loss of matenakduction of ability to perform
a prescribed function. (ICAO)

Management of Change

The assessment of risk as a result of a predidsedipd change to the operation
together with the consequential actions taken, ramgthe safety of the operation due
to the change.
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Operational Risk Assessment (ORA)
Assessment of operational risks in a systematimjsband intellectually cohesive
manner.

Register
Documented record of all information concerningeBafssues, assessed risk levels,
the agreed actions to reduce risk levels and irdéition on their progress.

Risk:
A state of uncertainty where some of the posséslinvolve a loss, catastrophe, or
other undesirable outcon{®oug Hubbard)

Probability of an accident x losses per accidelas@ic engineering definition)

The predicted probability and severity, of the @mqmgence(s) of hazard(s) taking as
reference the potential outcomes. (adapted fromQ®@& ARMS)

Risk Controls:
Measures to avoid or to limit the bad outcome; tgfoprevention, recovery,
mitigation. (SHELL)

Measures to address the potential hazard or taecithe risk probability or severity.
(ICAO)

Preferred use by ARMS:

Synonyms:
¢ Risk Control
e Barrier
* Protection
* Defense

Used by ARMS:
* Risk Control
* Barrier

Not used by ARMS:
» Safety Barrier (misleading)
* Protection, defense (for harmonisation reasons)

Not used by ARM S due to multiple meanings.

Threat
Another meaning in the TEM context
In most instances the word “scenario” can be usstbad
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Mitigation

Classic = post-accident risk controls

ICAO = all risk controls (prevention, recovery, gétion)
Used by ARMScontrolling risks orreducingrisks (verbs)
Used by ARMS: Risk Controls, Barriers (nouns)

Risk Value (Risk Index Value)
A numerical weighting given to each square of & nmatrix to enable differentiation
of risk for the purpose of quantitative analysis.

Safety Analyst
A person with the experience, training, responisybéind authority to perform risk
assessments and to analyse the safety databeSaféty Issues.

Safety Assessment
A risk assessment focusing on a predicted or plhchange to a specific part of the
operation.

Safety Case
A Safety Assessment on an existing part of theaijmar in order to demonstrate that
the safety risk is at an acceptable level.

(Safety) Event:
Any happening that had or could have had a safepact, irrespective of real or
perceived severity (ARMS)

Safety | ssue:

A manifestation of a hazard or combination of salbazards in a specific context.
The Safety Issue has been identified through teesyatic Hazard Identification
process of the organisation. A Sl could be a looalication of one hazard (e.g. de-
icing problems in one particular aircraft type)aocombination of hazards in one part
of the operation (e.g. operation to a demandingpai). (ARMS)

Safety Issue Risk Assessment (SIRA)

The risk assessment of Safety Issues, which inslttierisk controls (barriers) in the
assessment. The conceptual framework for thisasskessment is one where risk is
calculated as the productfofur factors, (prevention, avoidance, recovery and
minimisation of losses) instead of using the obldesity X likelihood formula.

Safety Management System (SMS)

A Safety Management System is a systematic, explnd proactive process
for managing safety that integrates operationstacithical systems with
financial and human resource management to ackegfeeoperations with as
low as reasonably practicable risk. (ICAO)

Safety Performance Indicators
Specified metrics used to measure the safety pedioce of an operation or
organisation.
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Safety Performance Monitoring
The process by which the safety performance obtganisation is verified by
comparison with the safety policy and approvedtgaibjectives. (ICAO)

Triggering Event:

In Safety Issue Risk Assessment (SIRA) the firgheffour factors - the event or
condition, which triggers the accident scenariarttsoducing the initial risk factor.
Whether the sequence will then escalate into an bilO&:cident will depend on the
avoidance and recovery barriers. (ARMS)

Undesirable Operational State (UOS):

The stage in an Accident Scenario where the saehas escalated so far that
(excluding providence) the accident can be avoatdy through successfuécovery
measure(s). Risk Controls prior to the UOS are giaftvoidance and post-UOS are
part of Recovery. (ARMS)
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9 ARMS Quick Reference Guide

The ARMSQuick Reference Guid€RG) is a summary of the ARMS process flow
and the two key procedures: Event Risk Classificatind Safety Issue Risk
Assessment. The purpose of this Guide is to bedfig quick reference for the

Safety Analyst. The Quick Reference Guide is preestan one single A3 sheet and is
thus suitable for printing and hanging on the i@llcontinuous reference. The
printable version is available on Skybrary.

The QRG is not a substitute for the complete ARM8unent but rather a summary
for someone who has already read the document.

The middle section of the QRG illustrates the Riknagement process as a flow
chart. A colour coding is used: for example, eveviigch are classified green in the
ERC, will flow directly to the Database (green avjoEvents which are classified red
or yellow, may have to be investigated (red/yeltmwow). All ERC and SIRA results
contribute to Safety Performance Monitoring (blu®was).

ARMS in a Nutshell Safety event'data Puick Reference Guide
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